AUTHENTICATED , 
U.S. GOVERNMENT ^ 
INFORMATION ' 


S. Heg. 109-223 

[STAR PRINT] 

CONFIRMATION HEARING ON THE NOMINATIONS 
OF CAROL E. DINKINS TO BE CHAIRMAN 
OF THE PRIVACY AND CIVIL LIBERTIES OVER- 
SIGHT BOARD AND ALAN CHARLES RAUL 
TO BE VICE CHAIRMAN OF THE PRIVACY 
AND CIVIL LIBERTIES OVERSIGHT BOARD 


HEARING 

BEFORE THE 

COMMITTEE ON THE JUDICIARY 
UNITED STATES SENATE 

ONE HUNDRED NINTH CONGRESS 

FIRST SESSION 

NOVEMBER 8, 2005 

Serial No. J-109-48 


Printed for the use of the Committee on the Judiciary 



U.S. GOVERNMENT PRINTING OFFICE 
30-391 PDF WASHINGTON : 2006 


For sale by the Superintendent of Documents, U.S. Government Printing Office 
Internet: bookstore.gpo.gov Phone: toll free (866) 512—1800; DC area (202) 512-1800 
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001 


COMMITTEE ON THE JUDICIARY 


ARLEN SPECTER, Pennsylvania, Chairman 

PATRICK J. LEAHY, Vermont 
EDWARD M. KENNEDY, Massachusetts 
JOSEPH R. BIDEN, Jr., Delaware 
HERBERT KOHL, Wisconsin 


ORRIN G. HATCH, Utah 
CHARLES E. GRASSLEY, Iowa 
JON KYL, Arizona 
MIKE DeWINE, Ohio 
JEFF SESSIONS, Alabama 
LINDSEY O. GRAHAM, South Carolina 
JOHN CORNYN, Texas 
SAM BROWNBACK, Kansas 
TOM COBURN, Oklahoma 


DIANNE FEINSTEIN, California 
RUSSELL D. FEINGOLD, Wisconsin 
CHARLES E. SCHUMER, New York 
RICHARD J. DURBIN, Illinois 


David Brog, Staff Director 
Michael O’Neill, Chief Counsel 
Bruce A. Cohen, Democratic Chief Counsel and Staff Director 


(II) 



CONTENTS 


STATEMENTS OF COMMITTEE MEMBERS 

Page 

Cornyn, Hon. John, a U.S. Senator from the State of Texas 1 

prepared statement 115 

Leahy, Hon. Partrick J., a U.S. Senator from the State of Vermont, prepared 
statement 119 

PRESENTER 

Hutchison, Hon. Kay Bailey, a U.S. Senator from the State of Texas, pre- 
senting Carol E. Dinkins, Nominee to be Chairman of the Privacy and 
Civil Liberties Oversight Board 2 

STATEMENTS OF THE NOMINEES 

Dinkins, Carol E., of Texas, Nominee to be Chairman of the Privacy and 

Civil Liberties Oversight Board 4 

Questionnaire 5 

Raul, Alan Charles, of the District of Columbia, Nominee to be Vice Chairman 

of the Privacy and Civil Liberties Oversight Board 52 

Questionnaire 54 

QUESTIONS AND ANSWERS 

Responses of Carol E. Dinkins to questions submitted by Senators Durbin, 
Feingold, and Leahy 87 

Responses of Alan Charles Raul to questions submitted by Senators Durbin, 
Feingold, and Leahy 101 

SUBMISSIONS FOR THE RECORD 

Durbin, Hon. Richard J., a U.S. Senator from the State of Illinois, Hon. 

Susan M. Collins, a U.S. Senator from the State of Maine, Hon. Joseph 
L. Lieberman, a U.S. Senator from the State of Connecticut, and Hon. 
Patrick J. Leahy, a U.S. Senator from the State of Vermont, joint letter 117 

Washington Post, August 8, 2005, article 122 


(III) 




NOMINATIONS OF CAROL E. DINKINS, OF 
TEXAS, TO BE CHAIRMAN OF THE PRIVACY 
AND CIVIL LIBERTIES OVERSIGHT BOARD 
AND ALAN CHARLES RAUL, OF THE DIS- 
TRICT OF COLUMBIA, TO BE VICE CHAIR- 
MAN OF THE PRIVACY AND CIVIL LIB- 
ERTIES OVERSIGHT BOARD 


TUESDAY, NOVEMBER 8, 2005 

U.S. Senate, 

Committee on the Judiciary, 

Washington, DC. 

The Committee met, pursuant to notice, at 2:30 p.m., in room 
SD-226, Dirksen Senate Office Building, Hon. John Cornyn, pre- 
siding. 

Present: Senator Cornyn. 

OPENING STATEMENT OF HON. JOHN CORNYN, A U.S. 

SENATOR FROM THE STATE OF TEXAS 

Senator Cornyn. The Committee will come to order. 

I want to thank Chairman Specter for scheduling today’s hear- 
ing. This hearing involves two very important positions recently 
created by the Congress. The Privacy & Civil Liberties Oversight 
Board was created based upon the recommendations of the 9/11 
Commission, and is designed to oversee our Government’s commit- 
ment to defend civil liberties while we do the work we need to do 
to find out who it is that is trying to hurt us. As the Chair and 
Vice Chair of this Board, both of you will fill vital positions within 
the Government. I hope we can get your nominations voted out of 
the Committee and through the Senate so you can get to work as 
soon as possible. 

As a country, we cherish our civil liberties and we are committed 
to vigorously defend them, to ensure that we maintain our way of 
life. Congress works hard to try to strike the right balance, a care- 
ful and wise balance between national security and civil liberties. 
While this is not always easy, nor can we always claim to have got- 
ten it exactly right, I do believe that we do so with the best inter- 
ests of our Nation in mind, and that we do so in a manner that 
is both honest and in good faith. 

That is why I am disappointed when we hear what turn out to 
be false reports or scare tactics about phantom civil rights viola- 
tions. False reports and scare tactics serve no legitimate purpose, 
but they do a grave disservice to the American people. The war on 
terrorism must be fought aggressively, but consistent with protec- 
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tion of civil rights and civil liberties. Whenever real civil liberties 
problems do arise, we must learn about them right away so that 
we can fix them swiftly. 

Every false allegation undermines true allegations, and that 
hurts us all. If anything, false claims about civil liberties violations 
actually make it harder to monitor real civil liberties issues in the 
future, for the same reason that eventually no one listened to the 
little boy who “cried wolf.” And that is why I encourage honest, re- 
sponsible and fair discussions about the war on terrorism, civil lib- 
erties and the USA PATRIOT Act. 

The Privacy and Civil Liberties Oversight Board will play an im- 
portant role in this debate. Both of you will be expected to give 
honest, responsible and fair review of the development and imple- 
mentation of laws, regulations and executive branch policies re- 
lated to efforts to protect the Nation against terrorism, and you 
will also be expected to ensure that concerns with respect to pri- 
vacy and civil liberties are appropriately considered. And I stand 
ready to work with both of you, and I know the Committee as a 
whole does as well. 

[The prepared statement of Senator Cornyn appears as a submis- 
sion for the record.] 

Well, I see we have the senior Senator from Texas here. I know 
she is eager to make an introduction, so let us turn to Senator 
Hutchison. 

PRESENTATION OF CAROL E. DINKINS, NOMINEE TO BE 

CHAIRMAN OF THE PRIVACY AND CIVIL LIBERTIES OVER- 
SIGHT BOARD, BY HON. KAY BAILEY HUTCHISON, A U.S. SEN- 
ATOR FROM THE STATE OF TEXAS 

Senator Hutchison. Thank you, Mr. Chairman. I thank you for 
holding this hearing. 

I am very pleased to be here with my friend, Carol Dinkins. 
Carol has been nominated to chair this Board, the Privacy and 
Civil Liberties Oversight Board, and I really cannot think of a bet- 
ter person for this job. 

I have known Carol for a long time. She is a leader, as you know, 
Mr. Chairman, in the legal field in Texas. She has worked with the 
law firm of Vinson Elkins through most of her career, and during 
her tenure there has become a leading expert in the United States 
in environmental law. She has represented clients across various 
industries, and has handled all aspects of client counseling from 
litigation to mediation and standard business transactions. She 
served on the firm’s Management Committee and currently chairs 
the firm’s administrative and environmental law practice. 

In 1981, Carol left Vinson Elkins to serve as the Assistant Attor- 
ney General in Charge of the Environmental and Natural Re- 
sources Division in the Department of Justice. In this position she 
supervised the Government’s litigation in Federal environmental, 
natural resources, Indian and public lands cases. In 1984, she be- 
came the Deputy Attorney General of the United States, the second 
ranking official in the Department of Justice. Her responsibilities 
included day-to-day management of the Department’s 60,000 em- 
ployees, as well as working with members of Congress, the White 
House, the Cabinet, and sub-Cabinet officers. 
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Carol Dinkins is a member of the State Bar of Texas, the Federal 
Bar Association and the American Bar Association. She has also 
served as Chair of the ABA Standing Committee on the Federal Ju- 
diciary. Her active participation in the legal community has earned 
her many awards and recognitions, including being cited as one of 
the best lawyers in America. 

I am proud that she hails from my alma mater, the University 
of Texas at Austin, where she earned her bachelor’s degree, and 
later attended the University of Houston for her JD. 

I know that her experience in both the public and private sectors 
have prepared her to serve as the first Chair of the Privacy and 
Civil Liberties Oversight Board, and I am very pleased that she 
has been willing to accept this nomination. 

And, Mr. Chairman, I know that your holding this hearing 
means that you also have an interest in expediting these confirma- 
tions so that we can get the Board set up and ready to go. 

Thank you. 

Senator Cornyn. Thank you very much, Senator Hutchison. I 
know you have other commitments, and I have already told our two 
nominees that we have stacked votes here in just a few minutes, 
we will soldier on the best we can. But thank you for being here 
and introducing Ms. Dinkins. 

Since I have had the honor of also knowing Carol Dinkins for a 
number of years too, I will not repeat all the nice things that Sen- 
ator Hutchison said, but just put me down as ditto for all those 
compliments, and I agree the President has chosen wisely as the 
Chair of this Board. 

Our other nominee is Alan Raul, who is the President’s nominee 
to serve as Vice Chair of the Privacy and Civil Liberties Oversight 
Board. He is a partner in the prestigious Washington, D.C. law 
firm of Sidley, Austin, Brown and Wood, and he too brings signifi- 
cant public sector and private sector experience to this job. 

Mr. Raul’s previously served at the White House as Associate 
Counsel to President Reagan. He has also served as General Coun- 
sel of the Office of Management and Budget, and as General Coun- 
sel to the U.S. Department of Agriculture. Mr. Raul, I am confident 
your past Government service will serve you well in this new posi- 
tion as well. 

I welcome both of you here. 

As I told Ms. Dinkins yesterday when she was in my office, just 
catching up after not seeing each other for a while, we had a 
chance for some informal conversation. I will tell you, Mr. Raul, 
what I told her yesterday. I said the fact that we do not have a 
packed audience here or packed members of the Senate Judiciary 
Committee here does not mean that they are not listening and not 
interested, because certainly they are and certainly their staff is 
here. But these days, given the contentious nature of some of our 
fights here on the Judiciary Committee in particular, the fact that 
this is not a packed dais up here is not a bad thing. It is probably 
a good thing. 

I am hopeful that we will be able to, as Senator Hutchison and 
I have already said, move promptly on these nominations. 



4 


At this time I would like to turn now to Ms. Dinkins, and any 
opening remarks you would care to make, we would be glad to 
hear. 

STATEMENT OF CAROL E. DINKINS, NOMINEE TO BE CHAIR- 
MAN OF THE PRIVACY AND CIVIL LIBERTIES OVERSIGHT 

BOARD 

Ms. Dinkins. Thank you, Mr. Chairman. I appreciate your kind 
words and those of Senator Hutchison as well. It is a great pleas- 
ure to be here today, and a privilege to be nominated by the Presi- 
dent to Chair the Privacy and Civil Liberties Oversight Board, and 
if confirmed, I will be privileged to serve with Alan Raul, and Ted 
Olsen, Lanny Davis and Frank Taylor, all of whom are men of 
great distinction and of very considerable achievement and experi- 
ence. 

Having served as Assistant Attorney General for the Office of 
Legal Counsel, and more recently as Solicitor General of the United 
States, Mr. Olsen is well known to this Committee. I was fortunate 
to serve as an Assistant Attorney General when he was the head 
of the Office of Legal Counsel at the Department of Justice, and I 
sought his advice and counsel on a number of difficult matters. 
From that experience, I know that he is careful, measured and 
thoughtful, and he is thorough in his legal analysis. He is an inde- 
pendent thinker, and he is squarely grounded in the law. 

Mr. Chairman, I would like to present Lanny Davis, who is be- 
hind me. 

[Mr. Davis stood.] 

Ms. Dinkins. Thank you, Lanny. 

Lanny has a great depth of experience as Special Counsel to 
President Clinton, and that will be invaluable to the Board, which 
is housed within the Executive Office of the President. 

The other member, Frank Taylor, who is here also, was a long- 
time career Air Force officer in the area of security, before he was 
Secretary of State, as Counterterrorism Coordinator, and he is now 
head of security at General Electric. 

The breadth of this collective experience will assure that this 
Board is well suited to carry out the functions and the great re- 
sponsibility that has been assigned it. We see that it will be a par- 
ticular challenge to have the opportunity to be the first members 
of this Board, and if Alan and I area confirmed, to be the first 
Chair and Vice Chair. We will be shaping the organization of the 
Board and working with its members to develop and carry out the 
initial agenda. 

If confirmed, my first priority as Chair, with Mr. Raul’s very able 
assistance, will be to engage an Executive Director and to do what 
is necessary to get the Board up and running. We will convene as 
soon as possible to develop our agenda and set priorities, and an 
integral part of that agenda will be to reach out to those who are 
interested in this Board and its activities. 

We would welcome the opportunity, if confirmed, to meet with 
members of Congress who may wish to share their views on the 
role and activities of the Board, and we look forward to reporting 
at least annually to the Congress on our major activities. 

Thank you. 

[The biographical information of Ms. Dinkins follows.] 
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I. BIOGRAPHICAL INFORMATION (PUBLIC) 


1 . Full name (include any former names used.) 

Carol Eggert Dinkins 
Carol Kay Eggert 


2. Address: List current place of residence and office address(es.) 


Office: 

Vinson & Elkins L.L.P. 
2300 First City Tower 
1001 Fannin Street 
Houston, Texas 77002 


3 . Date and place of birth. 

November 9, 1945 
Corpus Christi, Texas 

4. Marital Status : (include maiden name of wife, or husband’s name). List spouse’s 
occupation, employer’s name and business address(es). 

Marital Status: Married 
Spouse’s Name: Bob Brown 
Spouse’s Occupation: Retired Attorney 


2492495_l.doc 
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5. Education : List each college and law school you have attended, including dates of 
attendance, degrees received, and dates degrees were granted. 

The University of Houston 
Dates Attended: 1969-1971 
Degree Received: Doctor of Jurisprudence 
Degree Granted: 1971 

The University of Texas School of Law 
Dates Attended: 1968-1969 
Degree Received: N/A 
Degree Granted: N/A 

The University of Texas at Austin 

Dates Attended: 1964-1968 

Degree Received: Bachelor of Science in Education 

Degree Granted: 1968 

6. Employment Record : List (by year) all business or professional corporations, 
companies, firms, or other enterprises, partnerships, institutions and organizations, 
nonprofit or otherwise, including firms, with which you were connected as an 
officer, director, partner, proprietor, or employee since graduation from college. 

a. Principal Associate, Texas Law Institute of Coastal & Marine Resources 
and Adjunct Assistant Professor of Law, The University of Houston 
College of Law (1971-1973); 

b. Vinson & Elkins 1973-Present, except while in Government; 

c. The Nature Conservancy, Board of Directors (member 1996-2008): Chair 
(2004); Chair, Audit Committee (2005-06); Co-Chair, Government 
Relations and Volunteer Activities Committee (1996-2003); 

d. The Nature Conservancy, Texas Chapter, Chair (1996-99), Trustee (1987- 
1996), Trustee Emeritus; 

e. Houston Museum of Natural Science, Trustee (since 1986) and Executive 
Committee as Legal Advisor; 

f. RESOLVE, Inc., Washington, D.C., Member of Board (since 2001); 

g. Environmental and Energy Study Institute, Washington, D.C., Director 
(1986-1999); 

h. Environmental Law Institute, Washington, D.C., Director (1985-1991); 

i. National Ocean Industries Association, Washington, D.C., Director and 
Chair, Government and Public Affairs Committee (1986-1992); 

j. Oryx Energy Company, Dallas, TX, Director (1990-1995); 

k. University of Houston Law Foundation, Board of Directors (1996-98) 


2492495J.doc 
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7. Military Service : Have you had any military service: If so, give particulars, 
including the dates, branch of service, rank or rate, serial number and type of 
discharge received. 

None. 


8. Honors and Awards : List any scholarships, fellowships, honorary degrees, and 
honorary society memberships that you believe would be of interest to the 
Committee. 

a. Margaret Brent Award for Women Lawyers of Achievement, awarded by 
the American Bar Association Commission on Women in the Profession 
(1999) 

b. Inductee, Texas Women’s Hall of Fame (2000) 

c. University of Houston Law Alumnus of the Year ( 1 984) 

d. Outdoors Woman of the Year, awarded by Wonders of Wildlife (2000) 

e. YWCA Outstanding Woman of the Year (Business) (1989) 

f. Order of Barons, University of Houston Law School (1970-71) 

g. Kate Stoneman Award, Albany Law School, Albany, New York (2003) 

h. The Women’s Council on Energy & the Environment, Woman of the Year 

( 2001 ) 


9. Bar Associations : List all bar associations, legal or judicial-related committees or 
conferences of which you are or have been a member and give the titles and dates 
of any offices which you have held in such groups. 

a. American Bar Association: 

Board of Governors (2005-2008) 

House of Delegates (since 1992) 

Chair, Rules & Calendar Committee (2000-2002) and 
Member (1996-98) 

Member Nominating Committee (1994-97, 1998-2005) 
Board of Editors, ABA Journal (Member since 1998), Chair 
(2003-06) 

Standing Committee on Federal Judiciary 
Chair (2002-03) 

Member (1997-98) 


2492495_l.doc 



8 


Fund for Justice and Education 
Council (2002-05) 

Section of State and Local Government Law 

Delegate and Member of Executive Committee ( 1 992-98 and 
2004-05) 

Section Chair (1991-92) 

Various officer positions (1987-91) 

Section Council (1985-87) 

Section of Environment, Energy, and Resources 

Delegate and Member of Executive Committee ( 1 998-2004) 
Chair (1997-98) 

Officer (1995-97) 

Section Council (1991-94) 

Litigation Section 

Chair, Environmental Litigation Committee (1989-92) 

Special Committee on Energy Law (1983-84) 

Section Officers Conference, Chair of Nominating Committee 
(1995-96) 

President-Elect Mathis’ Appointments Committee (2006-07) 
President-Elect Greco’s Appointments Committee (2004-05) 
President-Elect Shestack’s Appointments Committee (1996-97) 

b. American Bar Foundation Life Fellow 

c. The American Law Institute 

d. State Bar of Texas 

e. Texas Bar Foundation Sustaining Life Fellow 

f. Houston Bar Foundation Fellow 

g. Federal Bar Association 

h. International Bar Association 

i. Inter- American Bar Association 

j. Houston Bar Association: Chair, Environmental Law Section (1990-1992); 

Chair, Committee on the Environment (1990-1992) 

k. National Association of Former United States Attorneys 

l. Environmental Panel and Texas Panel, CPR Institute for Dispute 
Resolution 

m. Association of Attorney-Mediators 

n. Affiliate, Society of Professionals in Dispute Resolution 

o. Environmental and Energy Study Institute, Washington, D.C., Director 
(1986-1999) 

p. Environmental Law Institute, Washington, D.C., Director (1985-1991) 


2492495_J.doc 
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1 0. Other Memberships : List all organizations to which you belong that are active in 
lobbying before public bodies. Please list all other organizations to which you 
belong. 

The Nature Conservancy engages in some lobbying before public bodies. 

Other Memberships: 

Houston Museum of Natural Science 
Houston Zoological Society 
Memorial Drive Lutheran Church 
Westview Terrace Civic Association 
National Recreation & Park Association 
University of Houston Law Foundation 
University of Houston Alumni Association 
Women’s Environmental and Energy Study Institute 


1 1 . Court Admission : List all courts in which you have been admitted to practice, with 

dates of admission and lapses if any such memberships lapsed. Please explain the 
reason for any lapse of membership. Give the same information for administrative 
bodies which require special admission to practice. 

a. Texas Supreme Court (admitted: 1971) 

b. U.S. Supreme Court (admitted: 1973) 

c. 5th Circuit Court of Appeals (admitted: 1973) 

d. 9th Circuit Court of Appeals (admitted: early 1 980s) 

e. 1 0th Circuit Court of Appeals (admitted: early 1 980s) 

f. U.S. Court of Appeals for Federal Circuit (admitted: early 1 980s) 

g. U.S. Court of Appeals for District of Columbia (admitted: early 1980s) 

h. Southern District of Texas (admitted: mid to late 1970s) 

i. Northern District of Texas (admitted: late 1980s) 

j. Eastern District of Texas (admitted: late 1980s) 

k. Eastern District of Arkansas (admitted: late 1 980s or early 1990s; allowed 
to lapse when I no longer had a case in Arkansas) 


2492495_l.doc 
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12. Published Writings : List the titles, publishers, and dates of books, articles, reports, 
or other published material you have written or edited. Please supply one copy of 
all published material not readily available to the Committee. Also, please supply 
a copy of all speeches by you on issues involving constitutional law or legal 
policy. If there were press reports about the speech, and they are readily available 
to you, please supply them. 

Please see Attachment A, a list of publications. 

13. Health : What is the present state of your health? List the date of your last physical 
examination. 

Present state of health: excellent 

Date of last physical examination: July 14, 2005 


14. Public Office : State (chronologically) any public offices you have held, other than 
judicial offices, including the terms of service and whether such positions were 
elected or appointed. State (chronologically) any unsuccessful candidacies for 
elective public office. 

a. State (chronologically) any public offices you have held, other than judicial 
offices, including the terms of service and whether such positions were 
elected or appointed. 

Chair, Governor's Task Force on Coastal Zone Management (1979) 
Member, Environmental Protection Committee of the Interstate Oil 
Compact Commission (1979-81) 

Chair, Governor's Flood Control Action Group (1980-81) 

Assistant Attorney General, Environment and Natural Resources 
Division, U.S. Department of Justice, Washington, D. C. 
(1981-83) (PAS) 

Board Member, National Consumer Cooperative Bank Board (1981) 
(PAS) 

Chair, President Reagan’s Task Force on Legal Equity for Women 
(1981-83) (Presidential appointment) 

Deputy Attorney General of the United States (1984-85) (PAS) 
Member, Legislature’s Joint Select Committee on Judiciary, 
(1987-89) (Gubernatorial appointment) 

Member, Native Hawaiian Study Commission (appointment) 
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Member, Policy Committee of the Galveston Bay National Estuary 
Program Management Conference (1988-1992) 

(Gubernatorial appointment) 

Member, Task Force on Judicial Selection, Texas Legislature (1990) 
(Gubernatorial appointment) 

Commissioner, Texas Parks & Wildlife Commission (1997-2002) 
(Gubernatorial appointment with Senate confirmation); 

Vice Chair (1999-2001) 

Chair, Governor Bush’s Conservation Task Force (2000) 

Member, Marine Protected Areas Federal Advisory Committee 
(2003-05) (appointment) 

b. State (chronologically) any unsuccessful candidacies for elective public 
office. 


I have never held, nor sought, any elective office. 


15. Legal Career : 


a. Describe chronologically your law practice and experience after 
graduation from law school including: 

1 . whether you served as clerk to a judge, and if so, the name of 
the judge, the court, and the dates of the period you were a 
clerk; 

N/A 

2. whether you practiced alone, and if so, the addresses and 
dates; 


N/A 


2492495_l.doc 
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3. the dates, names and addresses of law firms or offices, 

companies or governmental agencies with which you have 
been connected, and the nature of your connection with each; 

The University of Houston 
4800 Calhoun Road 
Houston, Texas 77204 
1971-1973 

Vinson & Elkins L.L.P. 

2300 First City Tower 
1001 Fannin Street 
Houston, Texas 77002 
Associate ( 1 973- 1 979) 

Partner (1980-1981, 1983-1984, and 1985-present) 

Assistant Attorney General 
U.S. Department of Justice 
Environment and Natural Resources Division 
Washington, D.C. 

1981-1983 

Deputy Attorney General 
U.S. Department of Justice 
Washington, D.C. 

1984-1985 

Director 

Oryx Energy Company 
Dallas, Texas 
1990-1995 

Texas Parks & Wildlife Commission 
4200 Smith School Road 
Austin, TX 78744 

1997-2002 (Commissioner), 1999-2001 (Vice Chair) 
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b. 1 . What has been the general character of your law practice, 

dividing it into periods with dates if its character has changed 
over the years? 

From 1971 to 1973, 1 served as Associate, then Principal 
Associate, of the Texas Law Institute of Coastal & Marine 
Resources. I organized conferences, participated in agency 
meetings, and wrote and published articles and other 
materials. I also taught research and writing courses as an 
Adjunct Assistant Professor of Law. 

From 1973 to 1981, 1 represented clients in obtaining 
governmental authorizations of projects and in counseling on 
compliance activities. I worked on matters involving, among 
others, the CWA, CAA, ESA, NEPA, MPRSA, CZMA, 1899 
Rivers and Harbors Act, NHPA, FLPMA, OCSLA, and state 
analogs. I obtained permits for significant navigation 
projects, industrial facilities, pipelines, dams, levees, drainage 
projects, and residential waterfront canal developments. I 
also represented clients in flood plain matters. 

As Assistant Attorney General for the Environment and 
Natural Resources Division, I supervised the government’s 
litigation in federal environmental, natural resources, and 
public lands matters. During my tenure, the Division 
implemented the Comprehensive Environmental Response, 
Compensation, and Liability Act (also known as Superfund) 
and created the Environmental Crimes Unit, subsequently a 
section. 

In 1984, 1 was appointed Deputy Attorney General of the 
United States, the second-ranking official in the Department 
of Justice, responsible for the day-to-day management of its 
60,000-plus employees. 

When I returned to private practice in 1985, 1 added 
CERCLA and RCRA to my practice portfolio. I assist clients 
with compliance matters, including counseling, internal 
investigations, and negotiation of judicial and administrative 
settlements or other disposition of enforcement actions. 
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2. Describe your typical former clients, and mention the areas, if 
any, in which you have specialized. 

My clients and former clients consist of energy and 
petrochemical industries, transportation interests, developers, 
state and local governmental entities and, occasionally in 
prior years, individuals who were involved in regulatory or 
enforcement matters. 

My principal area of practice is environmental law, a field for 
which specialization is not certified. 

c. 1. Did you appear in court frequently, occasionally, or not at all? 

If the frequency of your appearances in court varied, describe 
each such variance, giving dates. 

I appear in court very infrequently. 

2. What percentage of these appearances was in: 

(a) federal court; 

90% is a very general approximation. 

(b) state courts of record; 

10% is a very general approximation. 

(c) other courts. 

3. What percentage of your litigation was: 

(a) civil: 

A very general approximation is 80%. 

(b) criminal: 

A very general approximation is 20%. 


2492495_l.doc 
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4. State the number of cases in courts of record you tried to 
verdict or judgment (rather than settled), indicating whether 
you were sole counsel, chief counsel, or associate counsel. 

A handful, at most, some as second chair. 

5. What percentage of these trials was: 

(a) jury; 


0%. 


(b) non-jury: 

100 %. 


1 6. Litigation : Describe the ten most significant litigated matters which you 

personally handled. Give the citations, if the cases were reported, and the docket 
number and date if unreported. Give a capsule summary of the substance of each 
case. Identify the party or parties whom you represented; describe in detail the 
nature of your participation in the litigation and the final disposition of the case. 

Also state as to each case: 

(a) the date of representation; 

(b) the name of the court and the name of the judge or judges before 
whom the case was litigated; and 

(c) the individual name, addresses, and telephone numbers of 
co-counsel and of principal counsel for each of the other parties. 

The cases that I litigated are so old that I have been unable to locate 
files or other information. 
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1 7. Legal Activities : Describe the most significant legal activities you have pursued, 
including significant litigation which did not progress to trial or legal matters that 
did not involve litigation. Describe the nature of your participation in this 
question, please omit any information protected by the attorney-client privilege 
(unless the privilege has been waived). 

A. In United States v. Texas Eastern Transmission Company, No. 89-6307, in 
the Southern District of Texas before Judge Ewing Werlein, I was lead 
counsel to Texas Eastern, a natural gas transmission company. I headed the 
team that negotiated a consent decree to address remediation of 
approximately five dozen sites in 14 states and 6 EPA regions. Four states 
sought to intervene after lodging of the consent decree, which the Fifth 
Circuit denied. 923 F.2d 410 (1991). For the United States, Brian 
Donohue at United States Department of Justice (telephone number: 
202-514-5413). 

B. In United States v. Occidental Chemical Corporation, No. 89-5064 (1990), 

I negotiated the consent decree under which remedial design/remedial 
construction has now been accomplished at 80/120 Lister Avenue in 
Newark, New Jersey, decree entered by Judge Bissell. Counsel for the 
United States was Jerry Schwartz, United States Department of Justice. In 
1994, 1 negotiated an administrative order on consent with EPA, Region 2, 
for the conduct of an RI/FS in 6 miles of the Lower Passaic River. In 2004, 
I negotiated another administrative order on consent to conduct an RI/FS in 
Newark Bay. Counsel for the 1994 Order is Patricia Hick, EPA, Region 2 
(telephone number: 212-637-3137); and for the 2004 Order, Amelia 
Wagner, EPA, Region 2 (telephone number: 212-637-3 141). This remains 
a very active matter. 

C. In United States v. ATOFINA Chemicals, Inc., O1CV7087, 1 negotiated a 
multi-media consent decree that covered half a dozen plants in three EPA 
regions. Adam Kushner, former DOJ, now EPA, lawyer was counsel to the 
government. Honorable Norma Shapiro, E.D. Pa., was the judge. 
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D. I was lead counsel for BP Exploration (Alaska) Inc. in negotiating a global 
settlement of a case involving waste disposal at Endicott Island. I 
negotiated the Plea Agreement, Case No. A99-0141-CR (JKS), a civil 
settlement, and a voluntary compliance agreement with EPA’s Office of 
Suspension and Debarment. After sentencing, I represented the Company 
in implementation of the Plea Agreement and Compliance Agreement. 

This case concluded in February 2005. Counsel for the United States were 
Timothy Burgess and Deborah Smith of the United States Attorney’s Office 
in Alaska (telephone numbers: 907-271-5071 [Burgess]; 907-271-3389 
[Smith]). This case was in Judge Singleton’s Court. 

E. In United States v. Fina Oil and Chemical Company, in the Eastern District 
of Texas, I negotiated a plea agreement regarding oil spills in the Neches 
River. I also handled the sentencing hearing before Judge Schell. Former 
Assistant United States Attorney Tom Kienhoff represented the 
government. 

F. In the late 1970s, I was lead counsel in obtaining federal and state permits 
to construct a deepwater port in Galveston. 

G. Also in the late 1970s, I was lead counsel for a consortium of energy 
companies in obtaining federal and state permits and other authorizations to 
construct a liquid propane gas facility and navigation improvements near 
Sabine Pass, Texas. 

H. Since 1 999, 1 have been lead counsel for the Pacific Lumber Company in 
seeking adaptive management changes to the Headwaters Habitat 
Conservation Plan in northern California. 

I. In the 1 970s, I obtained permits for construction of a water front canal 
residential subdivision. Some aspects were litigated; I served as second 
chair and have not been able to locate files. 
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ATTACHMENT A 
TO 

QUESTIONNAIRE FOR NONJUDICIAL NOMINEES 


12. Published Writings: 


PUBLICATIONS 

TITLE 

COPYRIGHT 

AUTHOR 

8 Houston L. Rex’. 322 

Comment, Survey of 
Bankruptcy Law in the 
Fifth Circuit 

1970 

Carol E. Dinkins 

10 Houston L. Rev. 43 

Texas Seashore 

Boundary Law: The 

Effect of Natural and 
Artificial Modifications 

October 1972 

Carol E. Dinkins 

28 Oil & Gas Inst. 181 

Governmental Land Use 
and Environmental 
Constraints to Consider 
in Planning New Projects 

Matthew Bender 

1977 

Carol E. Dinkins 

22 The Landman, No. 5 

Developing Concerns of 
Coastal Regulatory 
Programs Affecting 

Energy Operations 

May 1977 

Carol E. Dinkins 

Barrister 

The Federal Zoning 
Program: Regulation of 
Flood Plain Use Under 
the National Flood 
Insurance Act 

Spring 1978 

Carol E. Dinkins 

IP ace Env. L. Rev. 1 

Enforcement of the 

Statutes Governing 
Disposal and Cleanup of 
Hazardous Wastes 

Winter 1983 

Carol E. Dinkins 

14 Env. L. Rev. Rep. 
10398 

Shall we fight or will we 

finish: Environmental 
dispute resolution in a 
litigious society. 

November 1984 

Carol E. Dinkins 
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PUBLICATIONS 

TITLE 

COPYRIGHT 

AUTHOR 

Cambridge Energy 
Forum 

Mergers and the 
Administration, The 
Reshaping of the Oil 
Industry — Just Another 
Commodity 

1985 

Carol Dinkins 

Corporate Practice 
Commentator 460, 

27 S. Tex. L. Rev. 460 

A Return to Reason 

Fall 1986 

Carol E. Dinkins 

24 Houston L. Rev. 5 

Introduction to 

Symposium — Rethinking 
Tort and Environmental 
Liability Laws: Needs 
and Objectives of the late 
20th Century and Beyond 

January 1987 

Carol E. Dinkins 

8 Corporate Counsel 
Review 71 

The Changing 

Environment of 
Environmental 

Regulation 

November 1989 

Carol E. Dinkins 

Private Investors 

Abroad - Problems and 
Solutions in 

International Business, 
Chapter 5 

Portents for 

Environmental Law and 
Policy in a New 
Administration and a 
Changing Decade 

Annual 1989 

Carol E. Dinkins, 
Carolyn White 

13 The Nat 7 L. J. 19 

Interest in Mitigation 
Increases, Clean Water 

February 4, 1991 

Carol E. Dinkins 


Government Lawyers 
Shape Debate on Land 

Use. 

August 12, 1991 

Carol E. Dinkins 

Washington Legal 
Foundation, Volume 6 
No. 32, Legal 
Backgrounder 

Environmental 

Violations: What You 
Should Know About 
Avoiding Criminal 
Sanctions, 

November 15, 1991 

Carol E. Dinkins 
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PUBLICATIONS 

TITLE 

COPYRIGHT 


1992 Wiley 

Construction Law 
Update, Chapter 1, 
pages 3-38 

Emerging Environmental 
Issues 

1992 

Carol E. Dinkins 
Kimberly Z. Lesniak 

CMJALJ-ABA, Course 
Materials Journal, 

Page 31 

Comprehending Natural 
Resources Damage 

Claims 

December 1 992 

Carol E. Dinkins 

9 Env. Forum 30 

Business Needs to Retain 
Flexibility 

September/October 

1992 

Carol E. Dinkins 

The Landman 

Avoiding Criminal 
Sanctions Through 
Effective Compliance 
Auditing 

November/December 

1993 

Carol E. Dinkins 

25 Env. Rep. 1320 

Criminal Enforcement of 
Wetlands Protection law 

November 3, 1994 

Carol E. Dinkins 
Thomas R. Bartman 

47 Admin. L. Rev. 337 

Impact of the 
Environmental Justice 
Movement on American 
Industry and Local 
Government 

Summer 1 995 

Carol E. Dinkins 

BNA Books 

Environmental Criminal 
Liability: Avoiding and 
Defending Enforcement 
Actions 

1995 

Carol E. Dinkins, 
Contributing Author 

10 The Nat’l Law J.C 12 

Hot issues include green 
house gases, utility 
deregulation 

August 4, 1997 

Carol E. Dinkins 

West Group 

Business and 

Commercial Litigation 

1998 

Carol E. Dinkins, 
Arthur E. Murphy 
Contributing Authors 
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PUBLICATIONS 

TITLE 

COPYRIGHT 

AUTHOR 

29 Selon Hall L. Rev. 60 

New Solutions for Old 
Problems in Newark Bay 

1998 

Carol E. Dinkins 

Kristie Tice 

41 Houston L. Rev. 237 

A tribute to Professor G. 
Sidney Buchanan upon 
his retirement 

Summer 2004 

Carol E, Dinkins 

The Practical Real 

Estate Lawyer 

An Ethics Overview 
(And Update) for The 
Environmental Lawyer 

March 2005 

Carol E. Dinkins 
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II. FINANCIAL DATA AND CONFLICT OF INTEREST (PUBLIC) 


1 . List sources, amounts and dates of all anticipated receipts from deferred income 
arrangements, stock, options, uncompleted contracts and other future benefits 
which you expect to derive from previous business relationships, professional 
services, firm memberships, former employers, clients, or customers. Please 
describe the arrangements you have made to be compensated in the future for any 
financial or business interest. 

I will continue to practice law with Vinson & Elkins L.L.P. 


2. Explain how you will resolve any potential conflict of interest, including the 
procedure you will follow in determining these areas of concern. Identify the 
categories of litigation and financial arrangements that are likely to present 
potential conflicts-of-interest during your initial service in the position to which 
you have been nominated. 

The Board will have counsel for ethics questions. Until the Board is organized 
and functioning we cannot identify categories of conflicts. I have taken steps to 
assure that my investment portfolio is constituted so that trades are not made in my 
accounts without my knowledge. I will consult with ethics counsel and recuse 
where appropriate. 


3. Do you have any plans, commitments, or agreements to pursue outside 

employment, with or without compensation, during your service in the position to 
which you have been nominated? If so, explain. 

I will continue to practice law with Vinson & Elkins L.L.P. 


4. List sources and amounts of all income received during the calendar year 

preceding your nomination and for the current calendar year, including all salaries, 
fees, dividends, interest, gifts, rents, royalties, patents, honoraria, and other items 
exceeding $500 or more. (If you prefer to do so, copies of the financial disclosure 
report, required by the Ethics in Government Act of 1978, may be substituted 
here.) 

A copy of SF-278 is attached. 
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5. Please complete the attached financial net worth statement in detail (add schedules 
as called for). 


6. Have you ever held a position or played a role in a political campaign? If so, 
please identify the particulars of the campaign, including the candidate, dates of 
the campaign, your title and responsibilities. 

1. As Co-Chair of Lawyers for Bush-Cheney, I oversaw and assisted in 
recruiting volunteer lawyers to be available for assisting with possible 
contested election matters in November 2004. 

2. Senator Phil Gramm 

a. Host committee member, Texas Size Salute, 1996 

b. Friends of Phil Gramm Finance Committee, 1 996 

3. Senator Kay Bailey Hutchison 

4. Carole Keeton Rylander, candidate for Texas Comptroller, Woman’s Event 
1998 

5. Member, Steering Committee for Judge Jane Bland, 281st District Court, 
1998 

6. Houston Finance Committee, Texas Supreme Court, Justice Deborah 
Hankinson, 1997 

7. Campaign Steering Committee, State District Judge Pat Mizell, 1996 

8. Greg Abbot Campaign for 129th District Court 
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III. GENERAL (PUBLIC) 


1 . An ethical consideration under Canon 2 of the American Bar Association’s Code 
of Professional Responsibility calls for “every lawyer, regardless of professional 
prominence or professional workload, to find some time to participate in serving 
the disadvantaged.” Describe what you have done to fulfill these responsibilities, 
listing specific instances and the amount of time devoted to each. 

I perform pro bono activities for the Houston Museum of Natural Science and, to a 
lesser extent, The Nature Conservancy. 

Houston Museum of Natural Science 

I serve as general counsel, directing queries to the appropriate lawyers in the Firm, 
counseling the Museum on various issues, and participating in Executive 
Committee meetings to advise the Board on matters needing assistance of counsel. 

The Nature Conservancy 

From time-to-time I have given counsel on disputes, policies relevant to 
governance or legal issues, and legislation. 

2. Do you currently belong, or have you belonged, to any organization which 
discriminates on the basis of race, sex, or religion - through either formal 
membership requirements or the practical implementation of membership 
policies? If so, list, with dates of membership. What you have done to try to 
change these policies. 

No, not to my knowledge. 
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FINANCIAL STATEMENT 
NET WORTH 

Provide a complete, current financial net worth statement which itemizes in detail all 
assets (including bank accounts, real estate, securities, trusts, investments, and other financial 
holdings) all liabilities (including debts, mortgages, loans, and other financial obligations) of 
yourself, your spouse, and other immediate members of your household. 

Various entries are approximate amounts. 


ASSETS 

1 

1 

1 

LIABILITIES 




Cash on hand and in banks 

1 

400 

000 

Notes payable to banks-secured 

None 




U.S. Government securities-add schedule 

None 

1 



Notes payable to banks-unsecured 

None 




Listed securities-add schedule 

Schedule A 

1 

185 

787 

Notes payable to relatives 

None 




Unlisted securities-add schedule 

None 

1 

1 


Notes payable to others 

None 




Accounts and notes receivable: 
jNone 

1 


1 

Accounts and bills due - Approximately 
$20,000/month 


20 

— 

000 
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Due from relatives and friends 

■ 

1 

■ 

Unpaid income tax 

■ 

| 

■ 

None 

1 

II 

II 

Taxes are current 

1 

1 

1 

I 

Due from others 

■ 

1 

II 

Other unpaid tax and interest 

B 

1 

i 

None 

1 

1 

1 

All taxes are current 

1 

1 

1 

Doubtful 

1 

1 

■ 

Real estate mortgages payable-add schedule 




None 

I 

1 

| 

Bank of America, mortgage on rural property, 
Lavaca County, Texas 



I 


1 

1 

1 

Bank of America, mortgage on weekend 
home, Jamaica Beach, Texas 


155 

I 

Real estate owned-add schedule 




Chattel mortgages and other liens payable 




Schedule B 

1 

646 


None 




Real estate mortgages receivable 



■ 

Other debts-itemize: 


B 

■ 

None 

1 

1 

1 

None 


1 

1 

Autos and other personal property 

1 

80 

000 


1 

1 

i 

SCash value-life insurance 

■ 

1 

1 


■ 


■ 

8 None 

1 

1 

1 


1 


1 

Other assets itemize: 

VE Capital Account 

■ 

475 

000 


■ 


■ 

1 Variable annuities 


460 



■ 

m 

1 

VE Defined Benefit Plan 


Ml 

8| 


■ 

m 

■ 

VE Deferred Compensation Plan 

§■ 


IM 


■ 

■ 

1 

City of Houston Defined Benefit Plan 


3 

300 




I 1 

Family Partnership fractional interest 


10 

000 




1 
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Total liabilities 


265 

500 





Net Worth 

1 

318 

187 

Total Assets 


583 

187 

Total liabilities and net worth 

7 


187 

CONTINGENT LIABILITIES 

None 


• 


GENERAL INFORMATION 




As endorser, comaker or guarantor 




Are any assets pledged? (Add schedule) 

No 




On leases or contracts 




Are you a defendant in any suits or legal 
actions? 

No 




Legal Claims 




Have you ever taken bankruptcy? 

No 




Provision for Federal Income Tax 








I Other special debt 







J 
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SCHEDULE A 


Listed securities 


Amegy Bancshares 

$63,000 

Sears, Roebuck 

1,250 

Compass Bank 529 

11,000 

Fidelity Select Energy 

23,000 

Goldman Sachs Mid Cap Value 

11,250 

Harbor International 

20,000 

Ing Senior Income 

34,000 

Nation’s Marisco Growth 

22,000 

Nation’s Value Investor A 

20,000 

Royce Total Return Fund 

11,000 

Third Avenue International Value 

32,000 

Van Kampen Real Estate 

146,000 
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SCHEDULE B 

1 . Residence on Clawson Street, Houston, Harris County, T exas 

2. 65 acres with bam, well on Clay Creek Road, Washington 
County, Texas 

3. 154 acres with mobile home, bam near Moulton, Lavaca 
County, Texas 

4. House on Zora, Houston, Harris County, Texas 

5. Weekend home on Jolly Roger, Jamaica Beach, Texas 

6. 16 vacant lots, Mathis, Texas 

7. Fractional royalty/mineral interests near Mathis, Texas 

8. 1/3 interest in 4.1 1 acres in Mathis, Texas 


$350,000 

280,000 

400.000 

130.000 

450.000 
1,200 

500 

35,000 
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Senator Cornyn. Thank you, Ms. Dinkins, and thank you for in- 
troducing the other members of the Board who are here with us, 
and welcome. 

Mr. Raul, we will now turn to you for any opening comments you 
would like to make. 

STATEMENT OF ALAN CHARLES RAUL, NOMINEE TO BE VICE 

CHAIRMAN OF THE PRIVACY AND CIVIL LIBERTIES OVER- 
SIGHT BOARD 

Mr. Raul. Mr. Chairman, thank you for your kind introduction 
earlier. 

It is a great honor and responsibility to appear before this Com- 
mittee as President George W. Bush’s nominee to serve as Vice 
Chairman of the Privacy and Civil Liberties Oversight Board. I am 
humbled and inspired that the President has asked me to help our 
Nation maintain its constitutional soul in the process of defending 
itself and ultimately vanquishing enemies who have sworn to do us 
brutal harm. This mission is surely one of the most important and 
challenging roles a lawyer in our country could be asked to under- 
take. 

If I am confirmed it will be a special privilege to embark upon 
this initiative with such distinguished, experienced and inde- 
pendent-minded colleagues as Carol Dinkins, Ted Olsen, Lanny 
Davis and Frank Taylor. My prospective fellow Board members are 
as talented and patriotic as any group with whom one could hope 
to work. I look forward to sharing responsibilities, efforts and objec- 
tives with them. 

I am under no illusion that we can or should please everyone 
with the work of the Board. As embodied in the statute estab- 
lishing the Privacy and Civil Liberties Oversight Board, our advi- 
sory and oversight obligations reflect a certain tension between 
protecting the precious liberties that are vital to our way of life, 
and acknowledging the additional powers the Federal Government 
may need to conduct the war on terrorism. 

While I recognize that we may not please all sides all the time, 
I am certain that I and the other members of the Board will dis- 
charge our specified legal duties honestly and conscientiously. Spe- 
cifically, we will be dedicated to ensuring that privacy and civil lib- 
erties implications and concerns are identified, understood, commu- 
nicated, and appropriately considered as the executive branch de- 
velops and implements policies and practices to fight the war 
against terrorism. 

To that end, if confirmed, I will make the personal commitment 
to assure that the views of the Privacy and Civil Liberties Over- 
sight Board are informed and credited within the executive branch, 
and useful to the President and the relevant department and agen- 
cy heads. We will also report candidly to Congress, as required by 
law, and consult meaningfully with civil libertarians and other pa- 
triots inside and outside of Government, who are interested in 
sharing their views, suggestions and concerns with us. 

In the first and final analysis, if confirmed, I, and the other 
members of the Board I am sure, will be governed by the opening 
text in our great Constitution, where the people established our 
noble system of Government to, quote, “ensure domestic tran- 
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quility, provide for the common defense,” and most germane for our 
Board, “secure the blessings of liberty to ourselves and our pos- 
terity.” 

Thank you for honoring me with your consideration of my nomi- 
nation. 

[The biographical information of Mr. Raul follows.] 
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I. BIOGRAPHICAL INFORMATION (PUBLIC) 

1 . Full name (include any former names used.) 

Alan Charles Raul 

2. Address: List current place of residence and office address(es.) 


Sidley Austin Brown & Wood LLP 

1501 K Street NW 

Washington, DC 20005 

3. Date and place of birth. 

September 9, 1954 

New York, NY 

4. Marital Status : (include maiden name of wife, or husband’s name). List spouse’s 
occupation, employer’s name and business address(es). 

Mary Tinsley Raul (nee Tinsley) 

Currently works at home 

5. Education : List each college and law school you have attended, including dates of 
attendance, degrees received, and dates degrees were granted. 

• Harvard College, 1972-1975, A.B. 1975 Magna Cum Laude 

• Harvard University, Kennedy School of Government, 1975-1977, M.P.A. 1977 

• Columbia University School of Law, 1977-1978 

• Yale Law School, 1978-1980, J.D. 1980 

6. Employment Record : List (by year) all business or professional corporations, 
companies, firms, or other enterprises, partnerships, institutions and organizations, 
nonprofit or otherwise, including firms, with which you were connected as an 
officer, director, partner, proprietor, or employee since graduation from college. 

• Summer jobs during College and Law School (no specific data available) 

• U.S Government: Law Clerk, US Court of Appeals for the D.C., Hon. Malcolm R. 
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Alan Charles Raul October 21, 2005 

Wilkey, 1980-1981 

• Debevoise & Plimpton, 1981-1986 

• U.S. Government 

o White House, 1986-1988 
o Office of Management and Budget, 1 988- 1 989 
o U.S. Department of Agriculture, 1989-1993 

• Beveridge & Diamond PC, 1993-1997 

• Sidley Austin Brown & Wood LLP (previously Sidley & Austin), 1 997-present 


7. Military Service : Have you had any military service: If so, give particulars, 
including the dates, branch of service, rank or rate, serial number and type of 
discharge received. 

None 

8. Honors and Awards : List any scholarships, fellowships, honorary degrees, and 
honorary society memberships that you believe would be of interest to the 
Committee. 


9. Bar Associations : List all bar associations, legal or judicial-related committees or 
conferences of which you are or have been a member and give the titles and dates 
of any offices which you have held in such groups. 

• American Bar Association - member since approximately 1980; I have served as a 
member of the Government Council of the Sections of International Law 
(approximately 1994-1997) and Administrative Law (2004-2005); I also served as 
an appointed member of the ABA’s Standing Committee on Election Law 
(approximately 1996-1998). 

• Federalist Society - member since approximately 1987; I have served as Chair of 
the Environmental Practice Group (approximately 1995-1998); Member of the 
National Practitioners Council (approximately 2000-present); DC Chapter 
Steering Committee (approximately 1997). 

• Atlantic Legal Foundation - member of Advisory Council since approximately 
2002 through the present. 

• Conferences - 1 attend and/or speak at numerous CLE and other conferences every 
year. Not sure what further information would be useful, but I would be happy to 
elaborate as necessary or appropriate. 

1 Qtb e r Memberships : List all organizations to which you belong that are active in 
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lobbying before public bodies. Please list all other organizations to which you 
belong. 

• American Heart Association - Member of Washington DC-area board of directors 
(2003-present; prior service as board member in 1990s). 

• Council on Foreign Relations - Member since approximately 1 995 through 
present. 

• Republican National Lawyers Association - Member since 2005 through present. 

• DC Bar Association - Member since approximately 1 982 through present. 

• Progress and Freedom Foundation - Adjunct Fellow (approximately 2000-2002). 

• Social Clubs: 

o Fly Club, Cambridge MA 
o Harvard Club of New York City 
o Metropolitan Club of Washington DC 
o Chevy Chase Club of Maryland 
o Siasconset Casino, Nantucket, MA. 


11. Court Admission : List all courts in which you have been admitted to practice, with 
dates of admission and lapses if any such memberships lapsed. Please explain the 
reason for any lapse of membership. Give the same information for administrative 
bodies which require special admission to practice. 

• New York - 1982 

• District of Columbia - 1982 

• U.S. Court of Appeals for the D.C. Circuit - 1 982 

• U.S. District Court for D.C. - 1986 

• U.S. Supreme Court - 1988 

• U.S. District Court for Southern District of N.Y. - 2000 
[dates for the following not readily available] 

• U.S. Court of Appeals, 10th Circuit 

• U.S. Court of Appeals, 1 1th Circuit 

• U.S. Court of Appeals, 4th Circuit 

• U.S. Court of Appeals, 9th Circuit 

• U.S. Court of Appeals, Federal Circuit 

• U.S. Court of Federal Claims 

• U.S. Court of International Trade 

• Pro Hac Vice Admissions to various courts from time to time. 

12- Publ ished Writings : List the titles, publishers, and dates of books, articles, reports, 
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or other published material you have written or edited. Please supply one copy of 
all published material not readily available to the Committee. Also, please supply 
a copy of all speeches by you on issues involving constitutional law or legal 
policy. If there were press reports about the speech, and they are readily available 
to you, please supply them. 

I am the author of “Privacy and the Digital State: Balancing Public Information and 
Personal Privacy” (Kluwer Academic Publishers 2001). I have provided a copy of the 
book for the Committee. 

I have written numerous articles, alerts and speeches. Attached are printouts of Westlaw 
searches for articles specifying me as author. I have also attached a list of articles and 
relatively recent congressional testimony that has been maintained by my secretary, and 
updated from time to time. This list is not as comprehensive as the Westlaw search 
results, and would not generally include “practice” and CLE-type articles. 

I would he happy to provide copies of any material of interest to the Committee. (I have 
provided copies of my congressional testimony on anti-spam legislation, presidential 
pardons, and the non-delegation doctrine. I believe my opinion pieces in the mainstream 
media are readily available, but 1 would be happy to provide copies if the Committee 
would like.) 

I do not have any organized collection of speeches, most of which would be in the nature 
of CLE presentations. 

1 3. Health : What is the present state of your health? List the date of your last physical 
examination. 

My health is good. My last physical was in 2004. 

14. Publ ic Office : State (chronologically) any public offices you have held, other than 
judicial offices, including the terms of service and whether such positions were 
elected or appointed. State (chronologically) any unsuccessful candidacies for 
elective public office. 

• Law Clerk to U.S. Circuit Judge (1980-1981) (appointed) 

• Associate Counsel to the President (1986-1988) (appointed) 

• General Counsel, Office of Management and Budget ( 1 988- 1989) (appointed) 

• General Counsel, U.S. Department of Agriculture (1989-1993) (appointed) 
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15. Legal Career : 


a. Describe chronologically your law practice and experience after 

graduation from law school including: 

1 . whether you served as clerk to a judge, and if so, the name of 
the judge, the court, and the dates of the period you were a 
clerk; 

Law Clerk to Judge Malcolm R. Wilkey, U.S. Court of Appeals for the D.C. Circuit, 
1980-1981. 

2. whether you practiced alone, and if so, the addresses and 
dates; 

Not applicable 

3. the dates, names and addresses of law firms or offices, 
companies or governmental agencies with which you have 
been connected, and the nature of your connection with each; 

• Debevoise & Plimpton, New York, NY, Associate, 1981-1986 

• White House, Washington, DC, Associate Counsel to the President, 1986-1988 

• Office of Management and Budget, Washington, DC, General Counsel, 1988-1989 

• U.S. Department of Agriculture, Washington, DC, General Counsel, 1989-1993 

• Beveridge & Diamond, Washington, DC, Managing Director, 1993-1997 

• Sidley Austin Brown & Wood LLP (and Sidley & Austin), Washington, DC, 
Partner, 1997-present 

b. 1 . What has been the general character of your law practice, 

dividing it into periods with dates if its character has changed 
over the years? 

Practice involves litigation, regulatory counseling and corporate compliance. Issues 
focused on include: administrative law, constitutional law, environmental law, food 
safety, international trade, agriculture regulation, securities law issues, trademark, 
copyright, Internet law, privacy, international arbitration, appellate litigation, freedom of 
information. 


1 . Describe your typical former clients, and mention the areas, if 
any, in which you have specialized. 
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Typical current and former clients: AT&T, Raytheon, Government of Peru, Aramark, 
Tyson Foods, Booth Eye Care and Laser Center, Hoffrnan-LaRoche, Schering Plough, 
Bank of New York, Costco, Sierra Pacific Power, Microsoft, Allergan, Mettler Toledo, 
Recording Industry Association, Business Roundtable, Organization for International 
Investment, TWE Trustee, Rep. Thomas Bliley and Sen. Hatch, Rep. Donald Manzullo. 

Issues described in prior response immediately above. 


c. 1 . Did you appear in court frequently, occasionally, or not at all? 

If the frequency of your appearances in court varied, describe 
each such variance, giving dates. 


1 appear in court occasionally. Typically: motions and oral arguments, and appellate 
arguments. 


65% 


1 . What percentage of these appearances was in: 

(a) federal court; 

(b) state courts of record; 


10 % 

(c) other courts. 
25% (ICSID arbitration; WIPO arbitrations) 


100 % 

0 % 


3. What percentage of your litigation was: 

(a) civil: 

(b) criminal. 


4. State the number of cases in courts of record you tried to 

verdict or judgment (rather than settled), indicating whether 
you were sole counsel, chief counsel, or associate counsel. 

One case tried to a verdict; chief counsel. 

5- What percentage of these trials was: 

(a) jury; 


100 % 


(b) non-jury. 
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0% 

16- Litigation : Describe the ten most significant litigated matters which you 

personally handled. Give the citations, if the eases were reported, and the docket 
number and date if unreported. Give a capsule summary of the substance of each 
case. Identify the party or parties whom you represented; describe in detail the 
nature of your participation in the litigation and the final disposition of the case. 
Also state as to each case: 

(a) the date of representation; 

(b) the name of the court and the name of the judge or judges before 
whom the case was litigated; and 

(c) the individual name, addresses, and telephone numbers of co- 
counsel and of principal counsel for each of the other parties. 

[following are brief summaries; I can provide more detail and information if required, 
including contact data for opposing counsel where available] 

Duke Power v. Peru, international arbitration under ICSID (appointed international 
arbitrators), 2005; international investment dispute involving tax and jurisdictional issues; 
I handled oral arguments and witness examinations and cross-examinations and 
significant briefing; decision pending. 

Boothe v. Morikawa, Texas state court, Collin County (Judge Henderson), 2004-2005; 
Internet defamation and harassment suit; I handled TRO motion and significant briefing; 
TRO and permanent injunction granted. 

AT&T v. Sprint, SDNY (Judge Cote), 2002-2004; unfair competition, trademark 
infringement, and FCC violations lawsuit; I handled substantial discovery, briefing, 
mediation, court conferences, and settlement negotiations; favorable settlement reached. 

Retail Services, Inc. v. Freebies Publishing, EDVA (Judge Brinkema), 2002-2004; 
trademark infringement and Anticybersquatting Consumer Protection Act litigation; I 
handled substantial discovery, summary judgment briefing and oral argument, and Fourth 
Circuit argument and briefing; favorable decisions rendered in district and appellate 
courts; 247 F.Supp.2d 822 (E.D.V.A. Feb 27, 2003); 364 F.3d 535 (4 ,h Cir. 2004). 

“Grokster" litigation, US Supreme Court, 2005; vicarious or contributory copyright 
infringement; I was lead partner for Sidley drafting amicus brief in support of recording 
and motion picture industry; Supreme Court ruled for industry in MGMet al. v. Grokster 
(2005). 

Domain Name Arbitrations, World Intellectual Property Organization, 2000-present; 
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domain name cybersquatting and trademark infringement litigation; I have been lead 
counsel in briefing approximately 40 WIPO arbitrations; successful panel decisions 
obtained in nearly all proceedings. 

AT&T v. AT-Tirne, EDVA (Judge Brinkema), 2002-2003; cybersquatting and trademark 
infringement under the Anticybersquatting Consumer Protection Act and Lanham Act; I 
handled briefing and oral arguments; permanent injunction and order transferring domain 
name granted. 

Browner v. American Trucking Associations, DC Circuit and US Supreme Court, 1999- 
2001 ; issue involved whether EPA Clean Air Act rales violated the constitutional 
doctrine of non-delegation of legislative powers; I was the lead attorney briefing the non- 
delegation issue in the Court of Appeals (on behalf of amici Sen. Hatch and Congressman 
Bliley), and also submitted an amicus brief in the Supreme Court; the Court of Appeals 
issued a favorable decision that was reversed by the Supreme Court. 

Idaho Conservation League v. Mumma , Ninth Circuit, 1992; litigation involved NEPA 
and APA issues regarding judicial review of USDA Forest Service forest management 
plans; I handled the briefing and oral argument in the Ninth Circuit, the Ninth Circuit 
granted judicial review but ruled for my client on the merits of the NEPA claim; 956 
F.2d 1508 (9th Cir. 1992). 

Bernardi v. Yeutter, NDCA (Judge Conti), 1991-1992; employment discrimination 
litigation; I handled significant, contentious negotiations resulting in a new, more feasible 
consent decree being entered. 

Exxon Valdez, Natural Resource Damage Assessment, 1989-1993; I personally and 
substantially represented one of the Natural Resource Trustees (National Forests) in 
connection with remediation and recovery of natural resource damages in Prince William 
Sound; a one billion dollar NRD settlement was achieved. 

1 7 ■ Legal Activities : Describe the most significant legal activities you have pursued, 

including significant litigation which did not progress to trial or legal matters that 
did not involve litigation. Describe the nature of your participation in this 
question, please omit any information protected by the attorney-client privilege 
(unless the privilege has been waived). 

The above eleven representations fairly describe the nature of my varying practice over 
the years. In addition to these litigations, I have submitted numerous amicus briefs in the 
U.S. Supreme Court and various Courts of Appeals, typically but not always involving 
issues of administrative law. 
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I also have a very active practice advising corporations on US and international privacy 
and data protection compliance programs, and information security issues. 1 coordinate 
Stdley Austin’s Information Law and Privacy Practice. 

I advise clients on food safety compliance and crisis matters, involving recalls and other 
regulatory issues. 
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II. FINANCIAL DATA AND CONFLICT OF INTEREST (PUBLIC) 

1 . List sources, amounts and dates of all anticipated receipts from deferred income 
arrangements, stock, options, uncompleted contracts and other future benefits 
which you expect to derive from previous business relationships, professional 
services, firm memberships, former employers, clients, or customers. Please 
describe the arrangements you have made to be compensated in the future for any 
financial or business interest. 

The position for which I have been nominated is part-time and, if confirmed, I will 
remain a partner of my firm. Accordingly, I understand this question not to be 
applicable. 

2. Explain how you will resolve any potential conflict of interest, including the 
procedure you will follow in determining these areas of concern. Identify the 
categories of litigation and financial arrangements that are likely to present 
potential conflicts-of-interest during your initial service in the position to which 
you have been nominated. 

If confirmed, I will consult with the designated White House ethics counsel, as well as 
my firm’s ethics partner to avoid any conflict of interest. I will also ensure that I do not 
represent or receive profits from representation of foreign governments during my tenure. 
In view of the advisory and oversight nature of the Privacy and Civil Liberties Oversight 
Board, and the fact the Board’s subject matter concerns the Government’s activities to 
fight terrorism, I believe that the likelihood of conflicts with my representations or my 
firm’s corporate clients is limited. In addition, I believe that as a general matter it 
unlikely that actual matters involving specific parties will come before the Board. If any 
matters come before the Board that could reasonably be viewed as posing a conflict with 
respect to me, my firm or client matters my firm is involved in, I will err on the side of 
recusing myself from any participation in Board decision-making. 


3. Do you have any plans, commitments, or agreements to pursue outside 
employment, with or without compensation, during your service in the position to 
which you have been nominated? If so, explain. 

Not applicable in light of the nature of the position in question. 

4. List sources and amounts of all income received during the calendar year 
preceding your nomination and for the current calendar year, including all salaries, 
fees, dividends, interest, gifts, rents, royalties, patents, honoraria, and other items 
exceeding S500 or more. (If you prefer to do so, copies of the financial disclosure 
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report, required by the Ethics in Government Act of 1978, may be substituted 
here.) 

My Form SF 278 is provided. 

5. Please complete the attached financial net worth statement in detail (add schedules 
as called for). 

6. Have you ever held a position or played a role in a political campaign? If so, 
please identify the particulars of the campaign, including the candidate, dates of 
the campaign, your title and responsibilities. 

I served briefly and minimally as a legal consultant to the 1984 Reagan-Bush campaign 

in the State of New York. I also served as general counsel to James C. Miller III in his 

1994 and 1996 campaigns for the Republican nomination for U.S. Senate in Virginia. 
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III. GENERAL (PUBLIC) 

1 . An ethical consideration under Canon 2 of the American Bar Association’s Code 
of Professional Responsibility calls for “every lawyer, regardless of professional 
prominence or professional workload, to find some time to participate in serving 
the disadvantaged.” Describe what you have done to fulfill these responsibilities, 
listing specific instances and the amount of time devoted to each. 

I understand that the following provisions are or may be applicable to my professional 
responsibilities, and I believe I practice in satisfaction of them: 

DC Rule 6.1 — Pro Bono Publico Service 

A lawyer should participate in serving those persons, or groups of persons, who 
are unable to pay all or a portion of reasonable attorney's fees or who are 
otherwise unable to obtain counsel. A lawyer may discharge this responsibility by 
providing professional services at no fee, or at a substantially reduced fee, to 
persons and groups who are unable to afford or obtain counsel, or by active 
participation in the work of organizations that provide legal services to them. 
When personal representation is not feasible, a lawyer may discharge this 
responsibility by providing financial support for organizations that provide legal 
representation to those unable to obtain counsel. 

* * * 

NY EC 2-25 A lawyer has an obligation to render public interest and pro bono 
legal service. A lawyer may fulfill this responsibility by providing professional 
services at no fee or at a reduced fee to individuals of limited financial means or to 
public service or charitable groups or organizations, or by participation in 
programs and organizations specifically designed to increase the availability of 
legal services. In addition, lawyers or law firms are encouraged to supplement this 
responsibility through the financial and other support of organizations that provide 
legal services to persons of limited means. 

I satisfy these professional responsibilities through a number of substantial activities and 
personal commitments. 

I serve on the Board of the American Heart Association, and as co-founder and Chair of 
the Lawyers Have Heart event to benefit the American Heart Association. The proceeds 
from these activities are beneficial to the disadvantaged and minorities. We have 
specifically designed and promoted this event as an important opportunity for members 
of the legal community in Washington DC to serve the public interest. I have been 
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involved with the American Heart Association for over 1 5 years, and I dedicate 
approximately 50-75 hours per year to this cause as well as significant financial support. 

With my wife, I am active in supporting the Children’s Law Center, which provides legal 
services to disadvantaged children and families in Washington. 

1 have provided pro bono services to the Washington Legal Foundation, Members of 
Congress, a disabled veteran in the Federal Circuit, and an under-privileged family in a 
business dispute. 

I serve on the Advisory Council for the Atlantic Legal Foundation, a public interest law 
firm that litigates cases on a pro bono basis. I dedicate approximately 50 hours per year 
to this Foundation. 

2. Do you currently belong, or have you belonged, to any organization which 
discriminates on the basis of race, sex, or religion - through either formal 
membership requirements or the practical implementation of membership 
policies? If so, list, with dates of membership. What you have done to try to 
change these policies. 

I do not and have not belonged to any discriminatory organization. My undergraduate 
college social club (analogous to a fraternity), the Fly Club, was and is all male. My 
daughter attends and 1 contribute to a school for girls (National Cathedral School), and 
one of my sons attends and I contribute to a school for boys (Landon School). 
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AFFIDAVIT 


I, Alan Charles Raul, do swear that the information provided in this statement is, to the 
best of my knowledge, true and accurate. 




(NOTARY) 


ICHIN BRODY 
NOTARY PUBLIC 
District of Colombia 
My Commission Expires May 31 ♦ 2006 
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FINANCIAL STATEMENT 


NET WORTH 

Provide a complete, current financial net worth statement which itemizes in detail all 
assets (including bank accounts, real estate, securities, trusts, investments, and other financial 
holdings) all liabilities (including debts, mortgages, loans, and other financial obligations) of 
yourself, your spouse, and other immediate members of your household. 

SEE ATTACHED NET WORTH STATEMENT PREPARED BY MERRILL LYNCH 
5/24/2005 (Specific securities owned and liabilities owed - other than debt secured by 
principal residence - are reflected on the SF 278 provided with this questionnaire.) 
Mortgage on primary residence and home equity loan are secured by that residence are 
held by Merrill Lynch and serviced by PHH. 

Changes from 5/24/2005 Net Worth Statement: 

Approximately $150,000 assets in Merrill Lynch 529 college funds held for 3 children 
Firm capital account equals $210,000 asset (Held by Sidley Austin) 

Cash on hand equals approximately S25.000 (up from approximately $15,000Xheld by 
Merrill Lynch for investment) 

Personal debt is now approximately $150,000 (up from $70,000 shown on ML statement) 
(Citibank revolving loans and Merrill Lynch home equity account) 

Bills payable are approximately $30,000 (Visa account fluctuating balance) 

Net addition to net worth equals $260,000 for total net worth of approximately 
$2,450,000 


ASSETS 




LIABILITIES 

Cash on hand and in banks 

1 



Notes payable to banks-secured 

U.S. Government securities-add schedule 

1 


1 

Notes payable to banks-unsecured 


U.S. Government securities-add schedule 


I Notes payable to banks-unsecured 
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| Real estate owned-add schedule 


Chattel mortgages and other liens payable 
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CONTINGENT LIABILITIES 


GENERAL INFORMATION 


As endorser, comaker or guarantor 


| On leases or contracts 


Axe any assets pledged? (Add schedule) 


NO 


I Are you a defendant in any suits or legal 
actions? 



Legal Claims 


Have you ever taken bankruptcy? 


NO 


Provision for Federal Income Tax 
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Attachments 


NET WORTH STATEMENT PREPARED BY MERRILL LYNCH 

Printouts of Westlaw searches for articles specifying ACR as author (comprehensive). 

List of articles and relatively recent congressional testimony (partial). 

Copies of ACR congressional testimony on anti-spam legislation, presidential pardons, and the non- 
delegation doctrine. 

Privacy and the Digital State: Balancing Public Information and Personal Privacy (Kluwer Academic 
Publishers 2001) 



Net Worth 


Assets 

Personal Assets 



Primary Residence 

$2,250,000 


Automobiles 

20,000 


Other Personal Property 

100.000 


Total Personal Assets 


$2,370,000 

Investment Assets 



Retirement Assets 



Traditional IRA Accounts 

$327,942 


Roth IRA Accounts 

36,000 


Profit Sharing 

590,117 


Deferred Compensation 

182,000 


Total Retirement Assets 


$1,136,059 

Portfolio Assets 



Checking Accounts 

$13,489 


Stock Mutual Funds 

6,575 


Total Portfolio Assets 


$20,064 

Total Investment Assets 


$1,156,123 

Total Assets 


$3,526,123 

Liabilities 



Primary Residence Mortgage 

$1,250,000 


Auto Loan Balance 

3,000 


Unsecured Personal Debt 

70,000 


Total Liabilities 


$1,323,000 

Total Net Worth $2,203,123 


KpffipppSSSl 
T • ' ^ .-5 

.> ..1 






The previous table shows your current financial position. Your net 
worth includes only the assets and liabilities you listed in your 
Financial Foundation Profile questionnaire and assumes all 
employee retirement benefits are fully vested. It does not include 
assets which you do not directly and personally control, such as 
defined benefit pension plans and trust funds from which you 
cannot withdraw principal. 

Life insurance proceeds (face value) are not included because they 
are not available to you while you are alive. 


Alan C. & Mary 7. Raul 
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Senator Cornyn. Thank you, Mr. Raul, and thanks to you, Ms. 
Dinkins, for both bringing members of your family here with you. 
This is, I know, a proud moment for them as well. 

Let me ask you, please, to stand so I can administer the oath to 
both of you. 

Do you swear that in your testimony before the Committee, you 
will tell the truth, the whole truth and nothing but the truth, so 
help you God? 

Mr. Raul. I do. 

Ms. Dinkins. I do. 

Senator Cornyn. Thank you. Please have a seat. 

I guess one of the big challenges that this Board has is being a 
new board and being really not a lot of guidance, I guess, for ex- 
actly how you are supposed to carry out your functions. I would be 
interested in hearing from each of you how you intend to proceed, 
if only maybe in general terms right now, if you are confirmed to 
this position. How do you see getting started, Ms. Dinkins? 

Ms. Dinkins. Thank you, Mr. Chairman. It will be quite a chal- 
lenge given that the Board does not currently exist and it is brand 
new. As I said earlier, our first order of business will be to engage 
an Executive Director. We will then evaluate what other types of 
people we might need to staff the functioning of the Board, and 
seek additional resources from the various departments through 
detailees, for example. 

Once we have an Executive Director and office space, to speak 
very practically, then the Board will begin to identify who we 
would want to reach out to and speak with about what their views 
are regarding the things that the Board should be looking at and 
delving into. And we will use that to guide us in setting our agen- 
da, and more importantly, within the agenda, to set priorities. 

That’s very general, but other than that, we’ll be guided by what 
is in our statutory mandate. 

Senator Cornyn. Mr. Raul, do you have any other thoughts? 

Mr. Raul. Well, I agree with Ms. Dinkins that we will seek to 
reach out and be educated by the views of the people, both inside 
and outside the Government, the Executive Branch and in the Con- 
gress, to learn from people who have been following this issue and 
very concerned about it for a long time. So we’d like to hear from 
people who are interested in sharing their thoughts with us. Obvi- 
ously, we’ll convene as a Board, the five of us, to determine initial 
priorities and so on, but as Ms. Dinkins indicated, finding an Exec- 
utive Director, getting the logistics of getting an organization in 
place will be, will have to be a top priority. 

Senator Cornyn. As I said, the statute is not really expansive 
about exactly how you are supposed to function, but it does say 
that the role of the Board is to advise counsel and oversee the Ex- 
ecutive Department’s development and implementation of policy, 
including reviewing proposed regulations and executive branch 
policies in the area of terrorism prevention and so forth, reviewing 
the implementation of laws, regulations and executive branch poli- 
cies related to terrorism prevention, including the implementation 
of information-sharing guidelines under Sections (d) and (fi) of Sec- 
tion 1016 of the National Intelligence Reform Act, and then to ad- 
vise the President and department and agency heads, to ensure 
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that privacy and civil liberties are appropriately considered in the 
development and implementation of such regulations and Executive 
Branch policies. 

It is my impression that some people feel that this is a zero-sum 
game, Ms. Dinkins, between national security and terrorism pre- 
vention on one hand, and civil liberties and privacy rights on an- 
other. How do you see it? 

Ms. Dinkins. Both of those are of fundamental importance to our 
way of life and to our future. We must protect the country from 
those who would destroy us and destroy our people and our culture, 
but on the other hand, we can’t give up or give short shrift to what 
makes this such a special Nation, and we must protect our privacy 
and our civil liberties. 

And these are things that require careful balancing, things that 
require a great deal of back and forth to make sure that the ten- 
sion is properly resolved so that we do not sacrifice our civil lib- 
erties while we are fighting those who wish to destroy us. I don’t 
think that it’s an easy tension, but it’s one that we must grapple 
with and we must come out on the right side of it. 

Senator Cornyn. I know as we have debated the PATRIOT Act — 
I was not here when that was passed and signed by the President, 
but I have been here during the debate since that time, and aware 
of the fact that the PATRIOT Act has been condemned, I guess, by 
the resolution of, I think, over 300 different municipal govern- 
ments. Now, it is a matter of curiosity to me why city councils and 
mayors would be passing resolutions condemning the PATRIOT 
Act, particularly in light of the fact that it has been so important, 
particularly in terms of information sharing, in terms of making 
sure that our intelligence and law enforcement authorities have the 
tools they need in order to root out terrorist activity, and to keep 
us safe. 

I say that just because it has always struck me that this is an 
area where there is a lot of misinformation, you might even say 
disinformation, and perhaps the best thing you could say is it is an 
area where people just do not know s much as they probably would 
need to know in order to make good decisions about this balance. 

I am curious, Mr. Raul, do you happen to know, will the Board 
be privy to classified information and be given an opportunity, in 
evaluating privacy and civil liberty concerns, to be able to weight 
that in the balance with concerns about threats? 

Mr. Raul. Yes, Mr. Chairman. The statute establishing the 
Board is very clear that the members of the Board are to be pro- 
vided with security clearances, specifically for the purpose of allow- 
ing us, if confirmed, to have information that will let us balance 
these issues in an informed way. We need to have, and I believe 
the statute contemplates that we will have, access to information 
so that we can advise the President, department heads and agency 
heads, and make our report to Congress. And the statute says “in 
an unclassified fashion to the greatest extent possible,” thereby 
contemplating that portions of it might remain classified. 

But I believe that it was the intention in establishing the Board 
that we would have the clearances that are necessary and commen- 
surate with the type of information that we will need to balance 
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the issues between fighting the war on terrorism while ensuring 
that civil liberties concerns are considered as we do that. 

Senator Cornyn. I think that is very important, because as our 
own history shows us, the more people feel threatened by whether 
it is terrorism or by enemies of this country, the more perhaps we 
are willing to accept in terms of loss of privacy rights. I think peo- 
ple do have to strike a balance, and that will be important informa- 
tion for you to have, I think, as you go through this job, and as you 
review these rules and regulations, and as you advise the President 
and other agencies. 

I also think you could perform an important role for the Presi- 
dent by, as you said, by reaching out to various organizations that 
do have concerns in these areas, and I think part of that is going 
to be not only listening to their concerns, but perhaps helping them 
to understand what the facts are because this is an area that can 
be very emotional, and sometimes disputes can be resolved by 
pointing out the facts or correcting misimpressions or misapprehen- 
sions about exactly what Congress and the Federal Government is 
about. 

I know you will not be too surprised that I do not have a lot more 
for you, and actually it may turn out to be fortuitous that we do 
have votes now, but I think at this point what I will do is we are 
going to leave the record open so that any member of the Com- 
mittee can ask any additional questions they may have of you in 
writing, and we will leave that record open until 5 p.m. on Tues- 
day, November the 15th, for that purpose. 

What we are going to do, after a little consultation with staff 
here, we are going to recess the hearing, and we have two votes 
so it may be a few minutes, maybe 30 minutes or so, and then we 
will come back. 

I am actually through with the questions I had of you, but Sen- 
ator Feingold, I understand, will be coming, and either he will re- 
convene the hearing and ask those questions, or I will be back for 
that purpose. 

But thank you for being understanding about our crazy schedule 
around here. Thank you for your willingness to serve. 

We will recess the hearing at this time. 

[Recess from 2:56 p.m. until 3:32 p.m.] 

Senator Cornyn. One thing I neglected to do is to give you each 
a chance to introduce your family members that are here with you. 
I had a chance to meet them informally, but, Ms. Dinkins, would 
you care to introduce your family for the record? 

Ms. Dinkins. Yes, thank you so much. Mr. Chairman, may I 
please present my husband, Bob Brown. 

Senator Cornyn. Congratulations, nice to see you. 

Mr. Raul, I know you have several members of your family here 
with you. 

Mr. Raul. Yes, I have a nice cohort here. Thank you, Mr. Chair- 
man. 

I have my wife, Mary Tinsley Raul, and my daughter Caroline, 
my son, William, and my son, Alexander, and I also have my sister- 
in-law, Sarah Tinsley Demarest. 
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Senator Cornyn. That is great. Well, welcome to all of you, and 
thank you for being here and being so supportive of your spouse, 
and father and brother, excuse me. 

Senator Feingold had said he wanted to come over and ask a few 
questions, but unfortunately, he is otherwise committed, so he is 
going to submit those questions in writing, like other members of 
the Committee. There may be additional questions that you will be 
asked to answer. Those will be submitted no later than 5 o’clock, 
next Tuesday. 

With that, the hearing is adjourned. 

[Whereupon, at 3:33 p.m., the Committee was adjourned.] 

[Questions and answers and submissions for the record follow.] 
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QUESTIONS AND ANSWERS 


Senator Dick Durbin 
Questions for Carol E. Dinkins 

Nominee to be Chairman of the Privacy and Civil Liberties Board 

/. You are a Partner in a large law firm in Houston, which must consume a great deal of 

your time. The Board has substantial responsibilities, including ensuring that privacy and civil 
liberties concerns are appropriately considered in the Executive Branch 's development and 
implementation of all counterterrorism-related laws, regulations, and policies. 

a. If confirmed, how much time do you estimate that you will spend per week on the Board 's 
work? 

b. How often do you plan to travel to Washington in your capacity as Chairman ? 

c. How often do expect Board members to meet? 

d. The Intelligence Reform law states that the Board Chairman may be full-time. You are going 
to he Chairman on a part-time basis. How do you plan to carry out the Board 's broad statutory 
mandate on a part-time basis? 

(I note that my response to this question tracks in certain respects my answer to a 
similar question posed by Senator Feingold.) I am honored to have been nominated to 
chair the Privacy and Civil Liberties Oversight Board, and, if confirmed, I am committed 
to doing whatever is needed to make it a success. I anticipate that that this will include a 
substantial commitment of my personal time, and 1 expect to travel to Washington, D.C. 
frequently to chair Board meetings and to attend to other Board business. The Board will 
collectively make a decision about how often we will meet, and I do not want to pre- 
commit the Board to a particular meeting schedule. However, it is my expectation that 
the Board will meet as often as necessary to fulfill its statutory mission. 

While I and the other members of the Board will continue to meet our professional 
and business obligations in the private sector, I am convinced that the individuals the 
President has nominated or appointed have the experience and proven dedication to 
public service necessary to make the Board effective and influential. I do not believe that 
my part-time status will preclude the Board from effectively fulfilling its mission. 

2. We are approaching the one-year anniversary of the passage of the Intelligence Reform 

Legislation and it is important that the Board begin its important work as soon as possible. 

What is your timeline for making the Board operational, including hiring an Executive Director 
and staff and securing office space? 

I agree that it is critical that, after a Chair and Vice Chair are confirmed, the Board 
get up and running as quickly as possible. If confirmed, I would view the hiring of an 
executive director as the Board's first priority. My other initial priorities, as I noted in 
my response to a question from Senator Feingold, would be (i) to convene the Board for 
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the purpose of developing both a substantive agenda and internal procedures; and (ii) to 
reach out to Executive Branch departments and agencies, members of Congress who have 
a particular interest in the work of the Board, organizations with interest and expertise in 
privacy and civil liberties issues, and other members of the public who may be helpful in 
bringing issues to the Board’s attention. I do not believe that securing office space will 
present a problem. 

3. When did the White House first contact you about serving on the Board? What were you 
told about the how the Board will function and the timeline for establishing the Board? When 
were you offered the position of Chairman? 

To the best of my recollection, I was contacted about this position in April, and offered 
the position of Chair within a few weeks thereafter (perhaps in early May), t do not recall 
conversations addressing the Board’s future operations in any detail, but have always had the 
expectation that the Board would begin functioning promptly after the confirmation of the Chair 
and Vice Chair. 

4. The White House proposed a budget of $750, 000 for the Board for Fiscal Year 2006. 

The Senate increased this to $1.5 million. How will the Board set up an office, hire staff, and 
otherwise function effectively with such a small budget ?• 

It is difficult to anticipate at this preliminary point what the Board’s budgetary 
needs will be. I do note, however, that it is my understanding that the Board will have 
the authority to use agency detailecs on a non-reimbursable basis, which could 
substantially minimize staff expenses. In any event, I anticipate that the funding needs 
for the Board’s operation will be periodically re-evaluated to ensure that the Board has 
the necessary resources to fulfill its mission. 
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Senate Judiciary Committee 
Hearing on “Executive Nominations” 

Tuesday, November 8, 2005 

Questions Submitted by U.S. Senator Russell D. Feingoid 
to Carol Eggert Dinkins 

1 . As the first Chair of the Privacy and Civil Liberties Oversight Board, you 

would have a hand in setting the tone and shaping the Board's role as part of the 
Executive Office of the President. You would have no precedent or past practice 
to rely on. 

a. What do you see as the Board 's role, and what range of issues do 

you think the Board can and should address? 


b. Please list at least ten issues that you believe the Board should 
address. 

The substantive purview of the Board is set forth in section 1061 of the 
Intelligence Reform and Terrorism Prevention Act of 2004 (1RTPA): the Board’s 
function is to provide advice and oversight to the President and Executive Branch 
officials to ensure that privacy and civil liberties concerns are appropriately 
considered during the development and implementation of Executive Branch 
counter-terrorism policies. I am reluctant to identify a list of specific substantive 
issues that I believe the Board should consider in fulfilling its statutory mandate, 
for two reasons. First, the Board has not yet met, and I do not wish to make 
statements that might be perceived, were I to be confirmed, as pre-committing the 
Board to focus on particular subjects; these are decisions for the Board to make 
together. Second, the Board will need to be flexible in order to fulfill its advisory 
functions as new Executive Branch counter-terrorism policies are developed, and 
identifying a lengthy list of specific substantive priorities at the outset of the 
Board’s work might impede the Board in fulfilling this function. 

With that said, there are several issues that I would expect that the Board 
would be likely to address. One of these issues is information sharing. The 
Board’s functions will include (i) reviewing any guidelines established (pursuant 
to section 1016(d) of IRTPA) for the acquiring, accessing, sharing, and use of 
terrorism information; and (ii) examining the practices of relevant executive 
departments in implementing those guidelines, in order to determine whether such 
practices appropriately protect privacy and civil liberties. Other issues that the 
Board might address include: USA Patriot Act policy development and 
implementation; privacy and civil liberties issues raised by new technological 
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tools, including “data-mining” technologies; “no-fly” lists, passenger screening, 
and related issues involving privacy in the context of aviation security; and the 
development of policies, procedures, and technologies that will enhance 
cooperation and coordination among agencies in protecting privacy and civil 
liberties. 


2. What do you see as the three highest priorities for the Board in its first few 

months of existence? 

If confirmed, I would view the first priority of the Board as that of hiring an 
executive director and other necessary staff to help the Board get up and running. 
Second, the Board will need to convene to develop its procedures and to set its 
agenda so it can move forward on the matters it believes to warrant immediate 
attention. Third, it will be important for the Board to reach out to Executive 
Branch departments and agencies, members of Congress who have a particular 
interest in the work of the Board, organizations with interest and expertise in 
privacy and civil liberties issues, and other members of the public who may be 
helpful in bringing issues to the Board’s attention. 


3. Congress ’s goal in creating this Board was to ensure internal oversight 

within the Executive Branch of the privacy issues that cut across agencies, by 
creating an entity whose sole purpose is to consider the privacy implications of 
government policies. The Board was placed inside the Executive Office of the 
President to ensure that the Board members would have a seat at the table when 
important Executive Branch decisions implicating civil liberties are made. 

a. How will you make sure that Board members get a seat at the table? 
How will you make sure that Board members know what decisions 
are being made, and that it has input into those decisions? 

b. Placing the Board inside the Executive Office of the President may 
make it more difficult for the Board to retain its independence. What 
steps do you plan to take to ensure the independence of the Board? 

If confirmed, one of my top priorities would be to develop procedures to 
facilitate the Board’s involvement in the process by which counter-terrorism 
policies are developed and implemented. I believe that the senior Executive 
Branch experiences that I and my potential colleagues on the Board have held in 
the past will position us well to develop procedures that will ensure that we have 
an important voice in the policy development process. 
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As to the issue of independence, the President will be best served if the 
Board offers unvarnished and candid advice concerning whether counter-terrorism 
policies are developed with adequate consideration of privacy and civil liberties 
issues. I am confident that, if confirmed, both I and my distinguished colleagues 
will exercise independent judgment, and advise the President accordingly. I also 
note that I do not view the placement of the Board within the Executive Office of 
the President as an impediment to the Board’s effectiveness. Quite the contrary; 
the location of the Board within the Executive Office of President will provide it 
with a proximity to the senior Executive Branch decisionmaking process that will 
make it more likely that the Board is informed and influential. 


4. You have worked inside the Executive Branch in different capacities over 
the years. Your role on the Privacy and Civil Liberties Oversight Board will be to 
serve as a check on the government 's decision-making. What experiences can you 
point to that would demonstrate to this Committee that you would be willing and 
able to question the power of the Executive Branch? In wfiat circumstances have 
you actually done so? 

As Deputy Attorney General, and prior to that as Assistant Attorney 
General in charge of the Environment and Natural Resources Division at the 
Department of Justice, I had responsibility to ensure the integrity of law 
enforcement and criminal investigations. When I held those positions, I was 
responsible for oversight of federal law enforcement activities, and for insulating 
the law enforcement process from inappropriate political pressure from Congress 
or the Executive Branch. Through these experiences 1 developed a heightened 
appreciation of the importance of institutionalized checks on government 
authority, and an increased awareness of the fact that the development and 
implementation of Executive Branch policies must take into account Americans’ 
privacy and civil liberties. If confirmed, I will draw upon these experiences as 
Chair of the Board. 

5. In last Sunday ’s Washington Post (11/6/05), there was a lengthy story 
about the FBI’s use of National Security Letters, which FBI field offices can issue 
without judicial approval to obtain certain types of business records. The 
National Security Letter authority was significantly expanded by the Patriot Act. 

a. If you had already been confirmed to the Board when that story was 
published, what would you have done in response? 

b. Do you think there needs to be more oversight of the FBI’s use of 
National Security Letters? Do you think the Privacy and Civil 
Liberties Oversight Board should play a role in that? 
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c. Do you think it is appropriate for the FBI to retain all of the 
information it obtains through the use of National Security Letters, 
including information on innocent Americans, even if it has 
determined that the information has not generated any leads? 

d. As a Board member, would you be prepared to recommend changes 
in existing laws or guidelines governing National Security Letters if 
you thought that was the appropriate response? 

As noted above, I am reluctant to make any statements to the Committee 
that could be perceived as committing the Board to review a particular area, or to a 
particular process for conducting its oversight responsibilities. It will be up to the 
members of the Board, sitting together, to make these decisions in a manner 
consistent with its statutory mandate. 

Were the Board to decide that it was appropriate to address this issue, 
however, I believe it would be important at the outset to develop a clear 
understanding of the facts, as published articles addressing thi,s issue suggest that 
there is disagreement concerning the nature and extent of oversight of the National 
Security Letter process. With that said, any issue concerning the retention of 
information pertaining to American citizens in the context of counter-terrorism 
policy development and implementation raises privacy issues that it could be 
appropriate for the Board to examine. In response to sub-question (d), if 
confirmed I would not hesitate to recommend changes to Executive Branch 
guidelines governing National Security Letters, if based upon the Board’s 
inquiries the Board reached the conclusion that this was an appropriate response. 

6. 1 have expressed concerns about the efficacy and the privacy implications 

of data mining technology. I believe that the American public and the Congress 
need more information about what the government is planning and what it is 
already doing in this area. 

a. What potential privacy and civil liberties issues do you think relate 
to data mining? What will you do to promote transparency in the 
Executive Branch on this issue? 

b. If there had been a Privacy and Civil Liberties Oversight Board 
when the revelations about the Total Information Awareness 
program at the Pentagon became public, what do you think the 
Board should have done in response? 

Without pre-committing the Board to consider any specific issue, I do 
expect — as noted above — that the appropriateness of the use of “data-mining” 
technologies as part of or in furtherance of government counter-terrorism policy is 
an issue that the Board may confront In reviewing Executive Branch policies in 
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this area, I would work with interested entities and groups outside the Executive 
Branch to identify the potential privacy and civil liberties issues raised by these 
technologies, and what steps might be appropriate to enhance public awareness of 
how publicly available information about American citizens is used by the 
government. 

In response to the specific question about whether and how the Board 
would have addressed revelations about the Department of Defense’s Total 
Information Awareness Program, I believe that the appropriate first step would 
have been to reach out to the appropriate policymakers in the White House and the 
Department of Defense to learn more about the policies at issue. The next step 
would have been to consider whether the Board — as opposed to an entity within 
the Department of Defense — should evaluate the issue before the Department had 
conducted its own robust review. The Board will not be — and must not be — the 
only entity in the Executive Branch addressing and advancing privacy and civil 
liberties issues, and it may be appropriate in some circumstances for agency-level 
entities to take the lead in studying issues in the first instance, and for the Board to 
then review and judge the agency-level assessment. (In this specific case, 
Secretary Rumsfeld commissioned a special advisory panel to examine the legal 
and policy issues raised by these technologies; therefore, had it existed at that 
time, the Board would have determined how to factor in this panel’s work in 
carrying out the Board’s own responsibilities.) Upon taking stock of the overall 
situation, the Board would have made recommendations to the President and the 
Secretary of Defense concerning whether privacy and civil liberties concerns were 
adequately considered in connection with the program. 


7. One failing prior to September 11 was that our intelligence and law 

enforcement agencies were not sufficiently sharing information with each other to 
effectively combat terrorism , in large part due to a culture of competition and 
distrust that had developed over the years. Congress has been working to 
encourage agencies to share important terrorism information and to better 
coordinate their work. What kinds of privacy and civil liberties issues do you 
think might arise as agencies share more information with each other than ever 
before? 

As noted above, issues concerning the collection, sharing, and use of 
terrorism information are at the heart of the Board’s statutory mandate. Section 
1061 of IRTPA reflects Congress’s view that the vigorous prosecution of the war 
on terror may require the federal government to exercise new or enhanced 
authorities, and that one of the Board’s functions is to ensure that appropriate 
concerns about civil liberties and privacy are considered as these authorities are 
developed and exercised. While many have emphasized the importance of robust 
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information sharing for the effective prosecution of the war on terrorism, the 
collection, sharing, and use of information concerning American citizens 
implicate privacy and civil liberties issues. It will be one of the Board’s central 
functions to review proposed information-sharing guidelines to ensure that privacy 
and civil liberties issues are given appropriate consideration, and to take steps to 
ensure existing laws and regulations in this area are followed when agencies share 
information. 

8. How would you plan to conduct oversight of the government ’s domestic 
surveillance powers under the Foreign Intelligence Surveillance Act and other 
laws? 


As I have indicated, I wish to avoid making any statements that might be 
perceived as pre-committing the Board to advise or perform oversight in a 
particular area. The Foreign Intelligence Surveillance Act (and implementing 
regulations and policies) establishes a system of judicial, congressional, and 
Executive Branch oversight of domestic surveillance activities, and it would be 
inappropriate for me to assume without further study that existing oversight 
mechanisms in this area are inadequate. However, should the Board review those 
oversight processes and conclude that further oversight mechanisms are needed, I 
would, if confirmed, make appropriate recommendations in this area to the 
President and the Attorney General. 

9. What would you have advised the Administration in the months after 
September 11 when it was developing its policies on enemy combatants and the 
detention of individuals at Guantanamo Bay? Please comment specifically on the 
Administration ’s policies regarding: (1) the detention of enemy combatants at 
Guantanamo Bay; (2) the indefinite detention ofU.S. citizens without charges as 
enemy combatants; (3) the use of Combatant Status Review Tribunals; and (4) the 
trial of enemy combatants who have been charged in military commissions, 

A thoughtful response to these questions would require familiarity with 
several complicated and interrelated areas of law and policy, including: the 
Geneva Conventions, the customary laws of war, and other applicable areas of 
international or common law; the Supreme Court’s decisions concerning the scope 
of constitutional and statutory protections for enemy combatants and other 
detainees; and the current procedures in place at Guantanamo Bay. While I am 
generally familiar at this time with the topics raised in this question, I cannot claim 
sufficient knowledge or expertise about them to offer what I would judge to be an 
appropriately informed answer to these difficult legal and policy questions. 

10. Asa new entity, the Board has no existing infrastructure. 
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a. How many staff members do you think the Board will need to fulfill 
its statutory mission? 

b. How quickly do you think the Board will be up and running? 

If confirmed, my immediate priority will be to engage an executive director 
who, together with members of the Board, would take the lead in hiring or 
obtaining the appropriate number administrative staff to run the office. It is 
difficult to anticipate the Board’s precise staffing needs until the Board meets to 
develop its agenda. It is worth noting, however, that Congress has given the 
Board considerable flexibility in developing an appropriate staff; section 1061 of 
IRTPA authorizes the Board to satisfy its personnel needs through new hires, 
consultants, or detailees from other government organizations. If confirmed, I 
would be inclined towards utilizing a mix of these personnel authorities, 
complementing a comparatively small full-time generalist staff with “surges” of 
detailees and consultants with expertise or experience in particular substantive 
areas. If Alan Raul and I are confirmed, we will promptly convene the Board for 
its initial meeting, with the intention of getting the Board up and running as soon 
as possible. 

1 1 . The statute creating the Board requires it to report to Congress. What role 
do you think the Board should play in communicating more broadly with the 
American public on privacy and civil liberties issues? 

Section 1061 of IRTPA directs the Board to prepare periodic reports to 
Congress that are “unclassified to the greatest extent possible,” which should 
facilitate transparency. I also believe that outreach is essential and, if I am 
confirmed, I will make consultation with interested groups and organizations a top 
priority. This process will not only generate useful ideas for the Board, but will 
provide the Board with an opportunity to communicate with individuals and 
groups outside government about its activities. 

12. The statute establishing the Board states that the Chair may be a full-time 
position. In your answers to the questionnaire you stated that you would continue 
to practice law at Vinson & Elkins in Houston while serving as Chair of the 
Board. 

a. How frequently do you plan to come to Washington to fulfill your 
role as Chair? 

b. How did you come to the decision to be a part-time Chair? Is it your 
belief that the Board will not need your full attention? 

c. If the Board’s work turns out to be more than you anticipate, are you 
prepared to scale back even further, or leave, your private practice? 
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I am honored to have been nominated to chair the Privacy and Civil 
Liberties Oversight Board, and, if confirmed, I am committed to doing whatever is 
needed to make it a success. I anticipate that that this will include a substantial 
commitment of my personal time, and I expect to travel to Washington, D.C. 
frequently to chair Board meetings and to attend to Board business. While I and 
the other members of the Board will continue to meet our professional and 
business obligations in the private sector, I am convinced that the individuals the 
President has nominated or appointed have the experience and proven dedication 
to public service necessary to make the Board effective and influential. 

13. You have extensive experience in environmental, natural resource, and 
energy law. But your record does not indicate that you have any experience 
dealing with privacy and civil liberties issues. 

a. Why are you qualified to serve on the Board? 

b. Why are you qualified to serve as Chair of the Board? 

c. How will you be able to effectively carry out the Board 's mission, 
having never worked with these issues before? 

d. What can you point to in your experience that will show the 
Committee that you can be the strong, confident, independent voice 
the Board needs, even though you have no background in the area? 

In my role as Deputy Attorney General of the United States, I frequently 
dealt with the privacy and civil liberties issues that arise in the context of domestic 
surveillance and counterintelligence, and I believe that this substantive experience 
will be an asset to the Board. I also note that being Chair of the Board will 
require, perhaps above all else, strong leadership and management skills, and I 
have extensive leadership experience both inside and outside of government. In 
addition to my service as Deputy Attorney General and Assistant Attorney 
General, I have chaired a number of organizations, and have assumed several 
high-level management responsibilities in my law firm. While I cannot speak to 
the reasons that led the President to nominate me for this position, I believe that I 
have both the management skills and the substantive experience needed to lead the 
Board effectively. If confirmed, I would also have the benefit of the experience 
and talents of an exceptional group of colleagues whom the President has 
nominated or appointed to serve with me on the Board. 

14. In your confirmation hearing, you said that one of the Board’s first 
priorities would be to identify and reach out to experts for guidance on your 
agenda and policies. What factors will you consider in deciding whom to consult? 
Will you look beyond the government and across the political spectrum ? 
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If confirmed, I will consult a wide range of experts and organizations to 
seek their views concerning the Board’s agenda and policies. This consultation 
process would include outreach both to current and former government officials, 
and to those outside the government who might provide relevant insights 
(including non-governmental organizations with expertise on privacy and civil 
liberties issues). If confirmed, I will look beyond the government and across the 
political spectrum to consult with those having an interest in the work of the 
Board. 
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Questions from Senator Patrick Leahy 
Ranking Member, Committee on the Judiciary 
Hearing on “Executive Nominations” 
to the Privacy and Civil Liberties Oversight Board 
November 8, 2005 

Questions for Carol Egbert Dinkins 

1. I reviewed your questionnaire responses, and I noticed that you have a good deal 
of experience and have authored articles on environmental and energy law issues. 
However, I did not see many details on your privacy background. Can you please 
describe any cases or experiences you have had in addressing privacy matters, including 
the circumstances raising those issues, your role in those matters, and how they were 
resolved? 

(I note that this response tracks in certain respects my responses to similar 
questions from Senator Feingold.) In my role as Deputy Attorney General of the United 
States, I frequently dealt with the privacy and civil liberties issues that arise in the context 
of domestic surveillance and counterintelligence. As a related matter, both as Deputy 
Attorney General and as Assistant Attorney General in charge of the Environment and 
Natural Resources Division of the Department of Justice I had the responsibility to ensure 
the integrity of law enforcement and criminal investigations. In both of these positions, I 
was responsible for oversight of federal law enforcement activities, which included 
ensuring that the privacy and civil liberties of criminal suspects and criminal defendants 
were protected. Through these experiences I developed a heightened appreciation of the 
importance of institutional checks on government authority, and an increased awareness 
of the fact that the development and implementation of Executive Branch policies must 
take into account Americans’ privacy and civil liberties. If confirmed, I will draw upon 
these experiences as Chair of the Board. 

2. If you are confirmed, how soon would you have a fully functioning Board? What 
will your first priorities be? 

(I note that this response tracks in certain respects my response to a similar 
question from Senator Feingold.) If Alan Raul and I were to be confirmed, I would 
promptly convene the Board for its initial meeting. I would view the hiring of an 
executive director and other necessary staff as a top priority, to help the Board move 
forward quickly in fulfilling its statutory mission. It would also be very important for the 
Board to develop internal procedures and to set a substantive agenda. In developing this 
agenda, it will be critical for the Board to reach out to Executive Branch departments and 
agencies, members of Congress who have a particular interest in the work of the Board, 
organizations with interest and expertise in privacy and civil liberties issues, and other ' 
members of the public who may be helpful in bringing issues to the Board’s attention. 
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3. One of the goals of the Intelligence Reform Act was to improve information 

sharing because this area has been a significant weakness in our response to terrorism. 
But it is important to have effective guidelines in place that protect individual privacy 
and liberty as this new environment is developed. One of the key responsibilities of the 
new Board will be to review the Executive Branch 's implementation of the information 
sharing requirements in subsections (d) and (f) of Section 1016 of the Intelligence Reform 
Act to make sure they properly protect privacy and civil liberties. 

Many of the information sharing efforts are underway, so it will be important for the 
Board to participate in these developments as soon as possible. 

What are your plans for assessing the information sharing environment? What are your 
thoughts on how to balance the goals of effective sharing, while also protecting privacy 
and civil liberties? 

(I note that certain parts of this response track my response to a similar question 
from Senator Feingold.) Issues concerning the collection, sharing, and use of terrorism 
information are, as you rightly point out, at the heart of the Board’s statutory mandate. 
The provision of the Intelligence Reform and Terrorism Prevention Act of 2004 that 
creates the Board expresses Congress’s view that the vigorous prosecution of the war on 
terror may require the federal government to exercise new or enhanced authorities, and 
that one of the Board’s functions is to ensure that appropriate concerns about civil 
liberties and privacy are considered as these authorities are developed and exercised. 
While many have emphasized the importance of robust information sharing for the 
effective prosecution of the war on terrorism, the collection, sharing, and use of 
information concerning American citizens clearly implicate privacy and civil liberties 
issues. 


IRTPA recognizes the need for a balance between increased information sharing 
and privacy protection, and indeed specifically provides that the new Information Sharing 
Environment be governed by guidelines for the protection of privacy and civil liberties. I 
view it as one of the Board’s central functions to review information-sharing guidelines 
to ensure that privacy and civil liberties issues are given appropriate consideration during 
the policymaking process. To the extent the development of these rules is already 
underway, I share your view that it is important that the Board become involved in the 
process promptly after a Chair and Vice Chair are confirmed. 


4. We are in an era in which advanced technologies provide important protective 
tools, but also create significant challenges to liberties. 


How would you describe your experience and understanding of advanced technologies 
capable of tracking and sharing personal data? 


I do not have expertise in this particular area, which I recognize to be one that the 
Board very well may confront. I note that some of my potential colleagues on the 
Board— including Alan Raul, whom the President has nominated to be Vice Chair— do 
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have experience in addressing these issues, and I would look forward to working with 
them (and experts in the field inside and outside of government) to increase my 
understanding in this area. With that said, as a general matter, I am of the view that the 
goals of protecting privacy and sharing information are not always at cross-purposes. As 
groups that have explored this area — including the Maride Foundation and file Robb- 
Silberman Commission — have observed, and as your question suggests, some of the 
same new technologies that could enhance information sharing also have capabilities that 
can be used to protect against the misuse of information (such as auditing capabilities or 
sophisticated access controls). While I am hesitant to venture too far into a discussion of 
this issue without further study, this seems to me a valuable insight. 
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Senator Dick Durbin 
Questions for Alan Charles Raul 

Nominee to be Vice Chairman of the Privacy and Civil Liberties Board 

/. You are a Partner in a large law firm, which must consume a great deal of your 
time. The Board has substantial responsibilities, including ensuring that privacy and 
civil liberties concerns are appropriately considered in the Executive Branch ’s 
development and implementation of all counterterrorism-related laws, regulations, and 
policies. If confirmed, how much time do you estimate that you will spend per week on 
the Board work? 

If confirmed, I would ensure that I make the necessary time available for work on 
the Board. As a matter of both legal obligation and professional responsibility, it would 
be inconceivable not to dedicate the personal time and effort required to make the Board 
a success if I am given the opportunity to serve on it. I believe the Board and its work arc 
fundamentally important, and if confirmed as Vice Chairman, 1 will conduct myself 
accordingly, consistent with Congress’ creation of the position as a part-time post to be 
filled by someone working outside government. 

2. We are approaching the one-year anniversary of the passage of the Intelligence 
Reform Legislation and it is important that the Board begin its important work as soon as 
possible. What is your timeline for making the Board operational, including hiring an 
Executive Director and staff and securing office space? 

If confirmed, and assuming Carol Dinkins’ confirmation, I would anticipate that 
the members of the Board would be convened promptly after confirmation and that 
candidates for Executive Director will be considered — and, I hope, a suitable candidate 
selected — very quickly. Once the Board is fully constituted, I would expect that the 
Board would seek and quickly obtain suitable and sufficient space. I cannot predict 
exactly when this will happen, but my expectation is that Ms. Dinkins and I, and the other 
members of the Board, are prepared and eager to move forward quickly, assuming 
confirmation. 

3. When did the White House first contact you about serving on the Board ? What 
were you told about the how the Board will function and the timeline for establishing the 
Board? When were you offered the position of Vice-Chairman? 

To the best of my recollection, 1 was contacted by the White House in or around 
May 2005. I believe 1 was informed of the President’s decision to nominate me as Vice 
Chairman at the end of May or beginning of June 2005, subject to background 
investigations. 1 do not recall discussing any specifics about the timeline for establishing 
the Board or the Board’s functioning. 

4. The White House proposed a budget of $750, 000 for the Board for Fiscal Year 
2006. The Senate increased this to $1.5 million. How will the Board set up an office , 
hire staff, and otherwise function effectively with such a small budget? 
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Before being confirmed, and convening with my potential fellow Board members, 
1 cannot predict what the precise administrative needs of the Board will be. However, I 
believe that the authorizing statute provides considerable flexibility for the Board, 
including the ability to rely on non-reimbursable detailees from other agencies, and also 
authorizes the use of consultants. Accordingly, I believe the Board should have sufficient 
ability to hire key staff from within the appropriated budget, and supplement the paid 
staff with detailees and consultants. 
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Senate Judiciary Committee 
Hearing on “Executive Nominations” 

Tuesday, November 8, 2005 

Questions Submitted by U.S. Senator Russell D. Feingold 
To Alan Charles Raul 

1 . As the first Vice Chair of the Privacy and Civil Liberties Oversight Board, 

you would have a hand in setting the tone and shaping the Board’s role as part of 
the Executive Office of the President. You would have no precedent or past 
practice to rely on. 

a. What do you see as the Board’s role, and what range of issues do 
you think the Board can and should address? 

b. Please list at least ten issues that you believe the Board should 
address. 

Section 1061 of the Intelligence Reform and Terrorism Prevention Act of 
2004 (IRTPA) sets forth the Board’s role and responsibilities. It is to provide 
advice to and oversight of the Executive Branch with regard to the privacy and 
civil liberties implications of policies and actions designed and implemented to 
fight the war on terrorism. Specifically, the Board must ensure that privacy and 
civil liberties concerns are appropriately considered in the development and 
implementation of policies designed to protect the nation from terrorism, including 
especially the guidelines for sharing information among intelligence, counter- 
terrorism, and law enforcement agencies of government. 

In advance of possible confirmation, and prior to an opportunity to convene 
as a group with the others members of the Board to determine the Board’s 
collective priorities, I would not wish to make statements to the Committee that 
might be viewed as pre-committing the Board to a particular or comprehensive list 
of issues. As a general matter, however, the following are among the subjects that 
I expect the Board would be likely to address: 

Information sharing policies and procedures among federal agencies. 

USA PATRIOT Act policy development and implementation. 

The use of “data mining” technologies by federal agencies. 

“No-fly lists,” “watch lists,” and ethnic profiling. 
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The adequacy of existing agency policies and procedures designed to 
ensure compliance with constitutional and statutory privacy and civil 
liberties protections. 

2. What do you see as the three highest priorities for the Board in its first few 

months of existence? 

Were I to be confirmed, I would recommend that the Board take the 
procedural steps necessary to begin carrying out its statutory mission quickly and 
effectively. These steps include: 

Convening the Board and setting a substantive agenda. 

Appointing an Executive Director and hiring key staff. 

Drafting and approving a charter for the Board’s activities. 

Obtaining briefings from relevant Executive Branch personnel. 

Consulting knowledgeable and concerned parties outside of the Executive 
Branch. 

Assuring that the Board has a well-defined role in the Executive Office of 
the President’s policy clearance process. 


3. Congress ’ goal in creating this Board was to ensure internal oversight 
within the Executive Branch of the privacy issues that cut across agencies, by 
creating an entity whose sole purpose is to consider the privacy implications of 
government policies. The Board was placed inside the Executive Office of the 
President to ensure that the Board members would have a seat at the table when 
important Executive Branch decisions implicating civil liberties are made. 

a. How will you make sure that Board members get a seat at the table? 
How will you make sure that Board members know what decisions 
are being made, and that it has input into those decisions? 

b. Placing the Board inside the Executive Office of the President may 
make it more difficult for the Board to retain its independence. What 
steps do you plan to take to ensure the independence of the Board? 

The Board’s ability to influence the development and implementation of 
policy will depend on the focus and determination of the Board’s members, and 
the Board and staffs ability to become sufficiently informed about relevant 
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processes and practices. Having previously worked in the White House and in the 
Office and Management and Budget, I hope and believe 1 could bring to the Board 
valuable experience in, and understanding of, the Executive Branch policy 
development, clearance, and approval process. 

Ultimately, the Board’s independence is a function of the character and 
commitment of the Board’s members. Of course, IRTPA states that the Board is 
part of the Executive Office of the President, and its members serve at the pleasure 
of the President But the placement of the Board within the Executive Office of 
the President brings with it real advantages, as proximity to the senior 
policymaking process will give the Board additional opportunities to be informed 
and influential. The President will be best served if the Board exercises and 
expresses independent judgment to ensure that IRTPA’s objectives are carried out, 
and that privacy and civil liberties issues are appropriately considered in the 
nation’s war against terrorism. 

4. You have worked inside the Executive Branch in different capacities over 
the years. Your role on the Privacy and Civil Liberties Oversight Board will be to 
serve as a check on the government 's decision-making. What experiences can you 
point to that would demonstrate to this Committee that you would be willing and 
able to question the power of the Executive Branch? In what circumstances have 
you actually done so? 

I would not have agreed to be nominated for Vice Chairman of this Board, 
and if confirmed, to serve in that capacity, if I were not prepared and did not 
intend to provide the President and the Executive Branch advice that reflects my 
independent judgment. I recognize that, if confirmed, 1 and the other members of 
the Board will likely confront situations and issues where it will be appropriate to 
raise questions about Executive Branch proposals, and I will not hesitate to do so 
if I believe that to be the proper course. 

I believe that actions I have taken in my career show that I am willing to 
question the use of executive power, and to advance the position that institutional 
checks on the exercise of that power are necessary and appropriate. Of particular 
relevance to the Committee’s consideration of my nomination, I recommended in 
December, 2001, that the President establish an independent commission to advise 
the President on civil liberties issues. 1 did so because I believed, and continue to 
believe, that these considerations must influence our country’s actions — even 
during the war against terrorism — and that the public must appreciate that these 
considerations are given appropriate weight by government decisionmakers. 
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5. In last Sunday ’s Washington Post (11/6/05), there was a lengthy story 
about the FBI’s use of National Security Letters, which FBI field offices can issue 
without judicial approval to obtain certain types of business records. The 
National Security Letter authority was significantly expanded by the Patriot Act. 

a. If you had already been confirmed to the Board when that story was 
published, what would you have done in response? 

b. Do you think there needs to be more oversight of the FBI’s use of 
National Security Letters? Do you think the Privacy and Civil 
Liberties Oversight Board should play a role in that? 

c. Do you think it is appropriate for the FBI to retain all of the 
information it obtains through the use of National Security Letters, 
including information on innocent Americans, even if it has 
determined that the information has not generated any leads? 

d. Asa Board member, would you be prepared to recommend changes 
in existing laws or guidelines governing National Security Letters if 
you thought that was the appropriate response? 

First and foremost, I would absolutely be prepared to recommend changes 
if I believed them to be necessary or appropriate. As to responding to the specific 
issues presented in the Washington Post article, I believe that, if confirmed, I 
would need to review the facts from all relevant perspectives and, of course, 
consult my fellow Board members. I am confident that if the Board had been in 
existence at the time of the article’s publication, the Board would have made 
appropriate inquiries within the Executive Branch and then proceeded to 
determine how the Board should address the issues presented 

While I obviously do not have all of the relevant facts at this time, and I 
cannot presume to predict how the Board would or should have responded, I 
believe that I would have encouraged the Board to inform itself about the uses of 
National Security Letters, the existing means of oversight in place with respect to 
such Letters, and existing policies on the maintenance and disposition of 
information collected pursuant to such Letters. While I cannot assess at this time 
whether the cited article contains all the relevant facts concerning the National 
Security Letter process, the article does reflect the importance of and public 
interest in the government’s reliance on this tool in the war against terrorism. 
While the press must not, of course, dictate the Board’s priorities, articles like the 
one in the Washington Post on November 6, 2005, can serve to raise issues worthy 
of further attention by advisory and oversight bodies such as the Board. 

6. I have expressed concerns about the efficacy and the privacy implications 
of data mining technology. I believe that the American public and the Congress 
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need more information about what the government is planning and what it is 
already doing in this area. 

a. What potential privacy and civil liberties issues do you think relate 
to data mining? What will you do to promote transparency in the 
Executive Branch on this issue? 

b. If there had been a Privacy and Civil Liberties Oversight Board 
when the revelations about the Total Information Awareness 
program at the Pentagon became public, what do you think the 
Board should have done in response? 

If confirmed, I believe that I would encourage the Board to develop a 
thorough understanding of actual and prospective governmental data mining 
practices. Without prejudging the priorities of the Board, I believe that data 
mining presents issues as complex and important as any the Board may face. At 
this time, I do not view myself as having enough information or perspective to 
commit to what recommendations I would make, if confirmed, for the 
consideration of my potential fellow Board members. I would expect, however, 
that the Board would wish to benefit from points of view on the subject of 
government data mining from knowledgeable parties both within and outside of 
the Executive Branch. This will be an area where I suspect that the Board would 
benefit from a great deal of education, analysis, and philosophical debate. 

With respect to how the Board would have addressed revelations about the 
Department of Defense’s Total Information Awareness Program, I believe that the 
Board would likely have embarked in earnest, if it had not already done so, on the 
education process mentioned in the prior paragraph. The Board would likely have 
sought to benefit from the prior work and analysis undertaken by the review panel 
established by Secretary Rumsfeld to advise on this specific subject, and then 
determined what further inquiry, advice, or oversight was necessary or appropriate 
if it appeared that the program in question was going forward. If the program or 
policy were to be implemented or continued, I assume the Board would have seen 
fit to weigh the recommendations of Secretary Rumsfeld’s distinguished review 
panel and provide any further advice and oversight necessary or appropriate to 
ensure adequate consideration of the privacy and civil liberties implications of the 
program. 

7. One failing prior to September 1 1 was that our intelligence and law 

enforcement agencies were not sufficiently sharing information with each other to 
effectively combat terrorism, in large part due to a culture of competition and 
distrust that had developed over the years. Congress has been working to 
encourage agencies to share important terrorism information and to better 
coordinate their work. What kinds of privacy and civil liberties issues do you 
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think might arise as agencies share more information with each other than ever 
before? 

I understand that the legislation creating the Board reflected Congress’ 
desire to ensure that privacy and civil liberties implications be appropriately 
considered as part of the process for putting enhanced information sharing 
practices into effect. The lessons of 9/1 1 teach that all of the country’s law 
enforcement, intelligence, and counter-terrorism agencies must work together and 
share information in order to protect American citizens as effectively as possible. 
The lessons of human nature suggest, however, that this necessary and desirable 
exchange of information could, if unchecked, lead to the misuse of information. 
Congress has established the Board, as I understand it, to play a role in helping the 
Executive Branch determine what lines may be appropriate to draw so that Fourth 
Amendment guarantees and other rights provided by law to criminal suspects and 
defendants — as well as the legal privacy rights of all Americans — will continue to 
be respected as more information is shared to prevent and protect the country 
against terrorism. 

8 . How would you plan to conduct oversight of the government 's domestic 

surveillance powers under the Foreign Intelligence Surveillance Act and other 
laws? 


Without having been confirmed, and without having met with my potential 
fellow Board members, I would not wish to presume to know at this time how the 
Board will discharge its statutory obligations with respect to domestic surveillance 
under the Foreign Intelligence Surveillance Act and other laws. This will be an 
area in which, if confirmed, I would encourage the Board to educate itself 
substantially, and obtain briefings regarding the existing practices and procedures 
for authorizing, approving, monitoring, and evaluating surveillance activity. I 
believe it would be premature to have a view at this point concerning whether 
existing judicial, congressional, or executive branch oversight procedures are 
adequate, or to have a plan in mind as to how any additional oversight should be 
conducted. It will be critical, however, for the Board to obtain a thorough and 
comprehensive understanding of all of the existing mechanisms for oversight of 
domestic surveillance. 

9. What would you have advised the Administration in the months after 
September 1 1 when it was developing its policies on enemy combatants and the 
detention of individuals at Guantanamo Bay? Please comment specifically on the 
Administration 's policies regarding: (1) the detention of enemy combatants at 
Guantanamo Bay; (2) the indefinite detention ofU.S. citizens without charges as 
enemy combatants; (3) the use of Combatant Status Review Tribunals; and (4) the 
trial of enemy combatants who have been charged in military commissions. 
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With respect, this is an important and highly complex area where I do not 
feel I have the necessary information in hand and the legal analysis in mind to 
comment meaningfully. I am reluctant to offer hypothetical advice on this subject 
without a more thorough review and analysis of the Administration’s positions and 
policies, and of the Supreme Court’s rulings, in this complicated area. 

10. As a new entity, the Board has no existing infrastructure. 

a. How many staff members do you think the Board will need to fulfill 
its statutory mission? 

b. How quickly do you think the Board will be up and running? 

If confirmed, and assuming Carol Dinkins were also confirmed, I would 
certainly be prepared to convene promptly an initial meeting with my fellow 
Board members. I believe that the Board should be in a position to begin 
procedural deliberations very quickly upon the confirmation of the Chairman and 
Vice Chairman. The number of staff to be hired would presumably b,e an early 
matter for the Board’s consideration after an Executive Director is appointed. I do 
not have a preconceived view of how many staff would be appropriate for the 
Board, but I believe the IRTPA provides the Board with sufficient authority and 
flexibility to obtain whatever personnel resources the Board deems necessary to 
assist it in carrying out its statutory responsibilities. 

1 1. The statute creating the Board requires it to report to Congress. What role 
do you think the Board should play in communicating more broadly with the 
American public on privacy and civil liberties issues? 

If confirmed, I would encourage the Board to reach out to knowledgeable 
and interested members of the public to benefit from their information, experience 
and perspectives. I also believe that the Board should consider whether there is an 
appropriate role for it to communicate more broadly with the public to help 
explain how privacy and civil liberties issues are considered within the Executive 
Branch. Whether or not this is a good idea, and if so, how it could be executed, 
would need to be assessed by the entire Board, If confirmed, I believe that I 
would want to discuss this with my potential fellow Board members, but I would 
not presume to pre-judge how this issue would be resolved. 

1 2. Your record shows that your experience with privacy issues has been 
largely in the corporate world, dealing with consumer privacy issues. Please 
explain the difference between the privacy concerns related to private companies 
collecting and using personal information and those implicated by the 
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government's collection and use of personal information, particularly for 
counterterrorism purposes. 

The government’s collection and use of personal information is constrained 
by constitutional, statutory, and regulatory provisions that are not implicated when 
private sector actors engage in similar conduct — and with good reason. The 
federal government has greater powers to collect — and therefore, theoretically, a 
greater ability to misuse — information than does any corporation or private 
citizen. Also, the government at times is in a position to collect and use 
information about individuals without their consent or knowledge, a circumstance 
that is not generally presented when private sector actors collect information, as 
private entities typically (though not exclusively) obtain information directly from 
individuals in consensual interactions. With the federal government’s potentially 
sweeping powers to collect and use personal information come great moral 
obligations, in addition to constitutional and statutory restraints. As Congress has 
noted in adopting the Privacy Act, it is necessary and proper to regulate the 
collection, maintenance, use, and dissemination of information by federal 
agencies. 
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Questions from Senator Patrick Leahy 
Ranking Member, Committee on the Judiciary 
Hearing on “Executive Nominations” 
to the Privacy and Civil Liberties Oversight Board 
November 8, 2005 

Questions for Alan Charles Raul 

1. The government is increasingly using the private sector to access 
individual 's personal data and so-called “actionable intelligence ” to aid law 
enforcement and national security efforts. Earlier this year, a January 20 
Washington Post article quoted the vice-president of ChoicePoint, a commercial 
data broker that provides such services to the government, as stating: “We do act 
as an intelligence agency, gathering data, applying analytics. ” A November 2005 
article in the National Journal, “The Private Spy Among Us, ” reported that 
ChoicePoint has built an exclusive data-searching system for the FBI and DOD to 
access information about Americans. 

Recently, the Washington Post also reported that the FBI is not only gathering an 
unprecedented amount of data on Americans from private entities through 
National Security Letters, but is also entering this information into government 
databases that can be mined and accessed, seemingly in perpetuity. 

These developments raise concerns about inadequate oversight, potential for 
mission creep, or simply ineffective or overly intrusive applications. 

(a) What are your thoughts on how to address government use of personal data in 
an age where the boundaries between privately-collected data and government 
data are being blurred? 

(b) Should there be any limitations or guidelines on the government ’s reliance on 
commercial data brokers for law enforcement functions? How would you go about 
evaluating the impact of those efforts on privacy and civil liberties? 

(c) There are several types of data mining, ranging from mere linking to a perhaps 
more controversial form, pattern-recognition analysis. What are your views on 
data mining? Should there be any limitations or guidelines on the government ’s 
use of data mining, and if so, what should those be? 

I have provided the following response to Senator Feingold which 
addressed a similar question he posed to me on the issue of data mining: 
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If confirmed, I believe that I would encourage the Board to develop 
a thorough understanding of actual and prospective governmental data 
mining practices. Without prejudging the priorities of the Board, I believe 
that data mining presents issues as complex and important as any the Board 
may face. At this time, I do not view myself as having enough information 
or perspective to commit to what recommendations I would make, if 
confirmed, for the consideration of my potential fellow Board members. I 
would expect, however, that the Board would wish to benefit from points of 
view on the subject of government data mining from knowledgeable parties 
both within and outside of the Executive Branch. This will be an area 
where I suspect that the Board would benefit from a great deal of education, 
analysis, and philosophical debate. 

With respect to how the Board would have addressed revelations 
about the Department of Defense’s Total Information Awareness Program, 

I believe that the Board would likely have embarked in earnest, if it had not 
already done so, on the education process mentioned in the prior paragraph. 
The Board would likely have sought to benefit from the prior work and 
analysis undertaken by the review panel established by Secretary Rumsfeld 
to advise on this specific subject, and then determined what further inquiry, 
advice, or oversight was necessary or appropriate if it appeared that the 
program in question was going forward. If the program or policy were to 
be implemented or continued, I assume the Board would have seen fit to 
weigh the recommendations of Secretary Rumsfeld’s distinguished review 
panel and provide any further advice and oversight necessary or appropriate 
to ensure adequate consideration of the privacy and civil liberties 
implications of the program. 

Senator Feingold also asked me a question concerning National Security 
Letters, to which I responded as follows: 

First and foremost, I would absolutely be prepared to recommend 
changes if I believed them to be necessary or appropriate. As to responding 
to the specific issues presented in the Washington Post article, I believe 
that, if confirmed, I would need to review the facts from all relevant 
perspectives and, of course, consult my fellow Board members. I am 
confident that if the Board had been in existence at the time of the article’s 
publication, the Board would have made appropriate inquiries within the 
Executive Branch and then proceeded to determine how the Board should 
address the issues presented. 

While I obviously do not have all of the relevant facts at this time, 
and I cannot presume to predict how the Board would or should have 
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responded, I believe that I would have encouraged the Board to inform 
itself about the uses of National Security Letters, the existing means of 
oversight in place with respect to such Letters, and existing policies on the 
maintenance and disposition of information collected pursuant to such 
Letters. While I cannot assess at this time whether the cited article contains 
all the relevant facts concerning the National Security Letter process, the 
article does reflect the importance of and public interest in the 
government’s reliance on this tool in the war against terrorism. While the 
press must not, of course, dictate the Board’s priorities, articles like the one 
in the Washington Post on November 6, 2005, can serve to raise issues 
worthy of further attention by advisory and oversight bodies such as the 
Board. 

On the general issue of the government’s use of commercial data sources, if 
confirmed, 1 would encourage the Board to become informed on how the 
government uses data from commercial sources, and to hear from concerned and 
knowledgeable parties who believe that such uses could circumvent legal 
restrictions otherwise applicable to the government. As a threshold matter, I do 
not believe the federal government may evade legal limits on its information 
collection practices by relying on third parties to do indirectly what it would not be 
authorized to do directly. However, it would also seem unreasonable to 
categorically prohibit the government from purchasing commercially available 
information that is legally collected by private purveyors. There are numerous 
laws such as the Electronic Communications Privacy Act and the Privacy Act, in 
addition to the Fourth Amendment itself, that impose constraints and restrictions 
on the federal government that do not apply to the same type of data when 
collected or maintained by the private sector. Sorting out the application and 
consequences of these different rules in the context of government reliance on 
commercial data brokers is a highly complex subject. I would expect the Board to 
receive considerable information and insight from all sides of the public debate. 

Your question also makes reference to ChoicePoint. I wanted to bring to 
your and the Committee’s attention the fact that ChoicePoint has consulted me 
recently regarding certain legal issues faced by that company. I have not yet been 
retained by ChoicePoint, and if confirmed, I will not represent it in a manner that 
constitutes lobbying the federal government to procure and use ChoicePoint’s data 
or services. However, if confirmed, 1 will consult with the ethics lawyer assigned 
to the Privacy and Civil Liberties Oversight Board concerning recusal where 
appropriate from matters before the Board which could have an impact on 
litigation or other matters on which I am representing ChoicePoint, as well as any 
matters before the Board to which ChoicePoint is a party. 
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2. ■ In a December 5, 2001 editorial in the Los Angeles Times, you suggested 
that the President should establish a "blue-ribbon civil liberties council that 
would advise him privately on the wisdom and implications of new anti-terror 
measures " and help the President assess whether “the country is better off 
limiting certain civil liberties for a time in favor of safeguarding American lives 
and livelihoods ”, and serve as a “confidential sounding board” to make " hard- 
nosed calls 

But Congress has empowered this Privacy Board to be more than just a private 
sounding board for the President. The statute empowers the Board to engage and 
advise any Department or Agency in the Executive branch on regidations and 
laws, and compel access to records, audits, reports and other documents as 
necessary. More importantly, the statute directs the Board to consider whether 
the Department or Agency has provided adequate supervision and guidelines for 
its use of power, and has explained how the need for the power "is balanced with 
the need to protect privacy and civil liberties. " In addition, the Board is directed 
to regularly review policies and report to Congress annually. . 

Given the responsibilities and powers that Congress has granted, do you view 
your role and that of the Board differently than the council you described in 2001? 
Do you view this Privacy Board as more than just a private sounding board for 
the President? 

I am proud to have been an early, and perhaps even one of the first 
proponents of a civil liberties panel to advise the President in the aftermath of 
9/1 1. I recognize, however, that the Board created by Congress in the Intelligence 
Reform and Terrorism Prevention Act of 2004 (IRTPA) is not fully congruent 
with the council I recommended in the Los Angeles Times. The statutory Board 
established by IRTPA has formal oversight as well as advisory responsibilities, 
and is obligated to report to Congress on an annual basis. The Chairman and Vice 
Chairman are subject to Senate confirmation. As constituted by law, I believe— 
and if confirmed, would recommend— that the Board would be well served to 
consult with knowledgeable and concerned parties inside and outside of 
government and engage in meaningful public outreach activities. Accordingly, I 
do view the Privacy Board as more than a private sounding board for the 
President. 
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SUBMISSIONS FOR THE RECORD 


STATEMENT OF SENATOR JOHN CORNYN 
Before the United States Senate Committee on Judiciary 
Executive Nominations 
November 8, 2005 


The Committee will come to order. 

I want to thank Chairman Specter for scheduling today’s hearing. This hearing involves 
two very important positions recently created by the Congress. The Privacy & Civil 
Liberties Oversight Board was created based on recommendation of the 9/1 1 
Commission and is designed to oversee our government’s commitment to defend civil 
liberties. As the chair and vice chair of this Board, you both will fill vital positions 
within our government. I hope we can get your nominations voted out of the Committee 
- and through the Senate - as soon as possible. 

Introduction 


As a country, we cherish our civil liberties and are committed to vigorously defend them, 
to ensure that we maintain our way of life. Congress works hard to strike both a careful 
and wise balance between national security and civil liberties. While tins is not always 
easy, I believe we do so with the best interests of our nation in mind - and we do so in a 
maimer that is both honest and in good faith. 

That is why I am disappointed when we witness false reports or scare tactics about 
phantom civil rights violations. False reports and scare tactics serve no legitimate cause 
- but they do a grave disservice to the American people. The war on terrorism must be 
fought aggressively — but consistent with the protection of civil rights and civil liberties. 
Whenever real civil liberties problems do arise, we must learn about them right away, so 
that we can fix them swiftly. 

Every false allegation undennines every true allegation, and that hurts us all. If anything, 
false claims about civil liberties violations actually make it harder to monitor real civil 
liberties issues in the future - for the same reason that eventually no one listened to the 
fabled little boy who “cried wolf.” That is why I encourage honest, responsible, and 
Me discussions about the war on terrorism, civil liberties, and the USA PATRIOT Act. 

The Privacy & Civil Liberties Oversight Board will play an important role in this debate. 
Both of you will be expected to give honest, responsible and fair review of the 
development and implementation of laws, regulations, and executive branch policies 
related to efforts to protect the Nation against terrorism, and you will also be expected to 
ensure that concerns with respect to privacy and civil liberties are appropriately 
considered. And I stand prepared to work with you to ensure that this is done. 
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N ominees 


Carol Dinkins 


We have two very distinguished nominees today. Carol Dinkins is the President’s 
nominee to Chair the Privacy & Civil Liberties Oversight Board. Ms. Dinkins comes to 
this position with substantial public service and private-sector experience. She has 
previously served as the Deputy Attorney General under former President Reagan, the 
second-highest ranking position in the Department of Justice. As deputy attorney 
general, Ms. Dinkins was responsible for the day-to-day management of the Justice 
Department's more than 60,000 employees. She has also previously served as the 
Assistant Attorney General for the Environment and Natural Resources Division. Ms. 
Dinkins has been a long-time partner in the distinguished Texas law firm of Vinson & 
Elkins. 

Additionally, Ms. Dinkins has devoted a substantial amount of her time to a variety of 
public service initiatives. She is active in the American Bar Association having become a 
member of their Board of Governors this past August. She has also previously served as 
the chair of the ABA Standing Committee on the Federal Judiciary, among the many 
assignments she has carried out for the ABA. Ms. Dinkins has also served in various 
capacities in her local bar association and has donated significant time to activities 
designed to protect the environment. 

Ms. Dinkins will bring a wealth of practical experience to this position. 

Alan Raul 


Alan Raul is the President’s nominee to serve as the Vice Chair of the Privacy & Civil 
Liberties Oversight Board. He is a Partner in the prestigious Washington, D.C. office of 
the international law firm of Sidley Austin Brown & Wood and he, too, brings substantial 
public service and private-sector experience. 

Mr. Raul has previously served in the White House as Associate Counsel to President 
Reagan. He has also served as the General Counsel of the Office of Management and 
Budget, and as General Counsel of the U.S. Department of Agriculture. 

His past experience will serve him well in this position. 

Welcome to both of you today. 


2 
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United States Ornate 

WASHINGTON. DC 20510 


May 11,2005 


Andrew H. Card, Jr. 

Chief of Staff 
The White House 
1600 Pennsylvania Avenue, NW 
Washington, DC 20500 

Dear Mr. Card: 

On December 17, 2004, the President signed into law the Intelligence Reform and 
Terrorism Prevention Act of 2004 (P.L. 108-458). This historic. legislation reorganized 
the intelligence community for the first time in more than 50 years. 

In response to the 9/1 1 Commission’s recommendation. Section 1 061 of this Act 
established a Privacy and Civil Liberties Oversight Board in the Executive Office of the 
President. The Board is to ensure that privacy and civil liberties concerns are 
appropriately considered in the Executive Branch’s implementation of all laws, 
regulations, policies, and procedures related to efforts to protect the Nation against 
terrorism. Further, the Board is empowered to advise Executive Branch agencies in their 
development of all such regulations, policies, and procedures. 

We would appreciate if you would provide us with an update on the 
implementation of Section 1061. In particular, please inform us of the timeline and 
milestones for establishing the Board, including appointing Board members, hiring an 
Executive Director and other staff, and securing office space. We are concerned that, as 
of the date of this letter, the Chairman and the Vice Chairman of the Board have not been 
nominated. We urge that this be done as quickly as possible so the Board’s important 
work can begin. 

In addition, the Board’s proposed budget for Fiscal Year 2006 is only $750,000. 
We are concerned that this is an inadequate level of funding for the Board to carry out its 
broad statutory mandate. By way of comparison, the proposed budgets for other offices 
within the Executive Office of the President are $4 million for the Council of Economic 
Advisors, $24 million for the Office of Drug Control Policy, $6 million for the Office of 
Science and Technology Policy, and $39 million for the Office of the United States Trade 
Representative. In addition, the Department of Homeland Security’s Officer for Civil 
Rights and Civil Liberties, who is charged with addressing civil liberties issues facing 
one department, not the entire Executive Branch, has a proposed budget of $13 million. 
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Please provide us with details of the proposed budget for the Board and describe 
how the Board will set up a new office, hire the requisite staff, carry out its statutory 
mandates, and otherwise function effectively with this level of funding. Please inform us 
how many Full-Time Equivalents will be dedicated to the Board and its staff. 

As the 9/1 1 Commission made clear, a strong and independent Privacy and Civil 
Liberties Oversight Board is a critical component of the enhanced system of checks and 
balances needed to protect the precious liberties that are vital to our way of life. 
Accordingly, we urge the White House to take the steps necessary to allow the Board to 
begin functioning effectively as soon as possible. 

Thank you for your time and consideration. 

Sincerely. 



United States Senator 



Susan M. Collins 
United States Senator 
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Statement Of Senator Patrick Leahy, Ranking Member 
Senate Judiciary Committee 
Hearing on “Executive Nominations” 

To The Privacy And Civil Liberties Oversight Board 
November 8, 2005 

Mr. Chairman, today we consider nominees to fill the important posts of Chair and Vice 
Chair of the Privacy and Civil Liberties Oversight Board. Filling these positions is long 
overdue. On December 14, 2004, the President signed into law the Intelligence Reform 
and Terrorism Prevention Act of 2004. Sectionl061 ofthis Act implemented a 9/11 
Commission recommendation to establish an independent board within the Executive 
Office of the President to fill a clear void in government structure for protecting our 
liberties. 

Creating the Board was no easy feat. First, the Administration tried to defuse the 9/1 1 
Commission’s recommendation for a Privacy Board by pointing to previous purported 
efforts to protect privacy and civil liberties. Against the backdrop of secretive data 
mining efforts and resistance to Congressional oversight of Executive Branch use of 
invasive powers, this was not persuasive. The Administration then tried to circumvent a 
congressionally authorized, independent board by issuing an Executive Order 
establishing an anemic alternative. That entity was not independent, had no authority to 
access information, had little accountability and was comprised solely of Administration 
officials from the law enforcement and intelligence communities — the very communities 
in need of oversight. It was the proverbial case of the fox guarding the henhouse. But 
many of us in Congress were committed to creating an effective Board in keeping with 
the 9/1 1 Commission’s recommendations. 

But that was almost a year ago, and the delay in filling these positions has concerned me. 
Earlier this year on May 11,1 joined Senators Durbin, Collins and Lieberman in writing 
to the President urging him to nominate Board members as soon as possible. We also 
expressed concern about the inadequate funding in the White House Budget proposal, 
which would only have provided an underwhelming and insufficient $750,000 for its 
operations. Fortunately, the Transportation, Treasury and HUD Appropriations 
Subcommittee, on which I serve, has raised the amount to $1 .5 million to ensure a better 
start for the Board, although more resources will undoubtedly be needed for the Board to 
properly do its work as Congress envisioned. Regrettably, as the Washington Post 
recently reported, the delays and insufficient funds suggest that perhaps the 
Administration is simply going through the motions, rather than following through on a 
meaningful commitment to the Privacy Board and its role and responsibilities. 

This Board is too important for us to simply go through the motions. Prior to the Board, 
there was no office within the government to oversee the collective impact of government 
actions and powers on our liberties. This is a critical blind spot. We have increased and 
consolidated the authority of an already-powerful government in an effort to address the 
reali ties of terrorism and modem warfare. Soon we will be conferencing on the renewed 
Patriot Act to solidify the government’s powers further. As Lee Hamilton, Vice 
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Chairman of the 9/1 1 Commission, noted in a Judiciary Committee hearing on August 
19, 2004, these developments represent “an astounding intrusion in the lives of ordinary 
Americans that is routine today in government.” 

It is regrettable that only two of the Board’s positions - the Chairman and Vice Chairman 
- are Senate-confirmed, minimizing Congress’s opportunities to ensure Board members’ 
suitability for this important work. I am also somewhat concerned that one of our 
nominees’ expertise appears to be in environmental and energy law, rather than in 
privacy law. 

It is important that any nominee we confirm for this Board have the ability to think 
critically and independently about the policies we implement as a Nation and about how 
they affect our fundamental rights. It is expected that Board members will participate in 
the policymaking process, review technology choices and options, peer into various 
agencies and assess actions, review classified materials and investigate concerns. Board 
members must have the versatility to work closely with government officials, but at the 
same time be sufficiently independent to push for the full story and assess those 
government policies without fear, favor or compromise. Board members will also need 
to choose capable investigative staff to assist them in carrying out these duties. 

It is also very important that Board members have a good understanding of technology 
and how those tools can help protect our nation, as well as how inappropriate use or lack 
of foresight and planning can undermine the very values and freedoms these tools are 
supposed to secure. We are in an era in which advanced technologies have opened up 
new possibilities that even a few years ago seemed out of reach. We now face the 
prospect of tracking devices like RFED chips integrated in identification documents. For 
example, the new U.S. passports will include those chips to store sensitive personal data 
and reserve space for biometrics like fingerprints and iris scans. Other advances include 
the rapid collection, sharing and analyzing of large amounts of data previously 
unavailable without great effort, if at all. These powerful tools have enhanced our law 
enforcement and homeland security efforts, as well as made our lives more convenient 
and enjoyable. But they also pose significant challenges to our liberties and to our 
privacy. 

In executing their responsibilities, I would caution the nominees, if they are confirmed, to 
keep in mind the guidance of the 9/1 1 Commission: The “burden of proof for retaining a 
particular governmental power should be on the Executive, to explain (a) that the power 
actually materially enhances security and (b) that there is adequate supervision of the 
Executive’s use of the powers to ensure protection of civil liberties. If the power is 
granted, there must be adequate guidelines and oversight to properly confine its use.” 

Security and liberty are always in tension in a free society, and that is readily apparent 
today. It is our vigilant duty to work hard at striking the right balance, since the success 
of one is essential to the other. As the 9-1 1 Commission noted, “[tjhis balancing is no 
easy task, but we must constantly strive to keep it right.” 



121 


I look forward to hearing from our two nominees about their experience and plans to 
meet these important responsibilities, 

I ask unanimous consent that the May 11, 2005, letter to the President about the Privacy 
and Civil Liberties Board and the August 8, 2005, Washington Post article, “Civil 
Liberties Panel Is Off to a Sluggish Start,” be included in the record. 

##### 
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washingtonpost . com 

Civil Liberties Panel Is Off to a Sluggish Start 
Critics Decry Administration’s Lack of Urgency 

By Caroline Drees 
Reuters 

Monday, August 8, 2005; A13 

A civil liberties board ordered by Congress last year has never met to discuss 
its job of protecting rights in the fight against terrorism, and critics say it 
is a toothless, under-funded shell with inadequate support from President Bush. 

Lawmakers including some Republicans, civil rights advocates, a member of the 
Sept. 11 commission and a member of the Privacy and Civil Liberties Oversight 
Board have expressed concerns. 

Lanny Davis, the only well-known liberal among the five people Bush nominated 
after a six-month delay, said he had not received a call from anyone related to 
the board since it was formally announced in June. Davis said he could not 
comment on specifics because the members had not yet met. 

All four other panel members declined to comment. 

The inactivity comes as Congress is about to reauthorize several provisions of 
the USA Patriot Act, which gave the government new powers to go after suspected 
terrorists . 

Asked why it was taking so long to set the board up. Rep. Christopher Shays (R- 
Corm.) said, ''It's not a priority for the administration." 

The intelligence reform law of December 2004 called for the oversight board in 
response to a recommendation from the Sept. 11 commission, which feared that 
increased governmental powers needed to fight terrorism could erode civil 
liberties . 

Top White House officials have said the board would address those concerns, and 
get the resources needed to do the job. 

But almost eight months after its inception, critics say the panel still exists 
only on paper, and lacks the money, power and presidential backing to ensure the 
entire government respects Americans’ rights. 

The Bush-appointed panel "is a very watered-down board without the kinds of 
powers which I believe are necessary to provide credibility and authority, such 
as independent subpoena power . . . and a bipartisan process in selection, " said 
Richard Ben-Veniste, a member of the Sept. 11 commission. 

"We don't think the board serves as a credible watchdog," said Tim Edgar, 
national security policy counsel at the American Civil Liberties Union. 

One frequent complaint concerns the board's budget. Bush requested $750,000 
which Congress doubled to $1.5 million. 
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The Department of Homeland Security’s privacy office, with a similar mission 
limited to that department, has about a $13 million budget, said Rep, Bennie 
Thompson (Miss.), the top Democrat on the House Homeland Security Committee. 

”1 don't think you can do it for a million and a half," Shays said. 

Critics, including Thompson, also ask why it took Bush half a year to nominate 
the five board members when the administration acted much faster to implement 
other, more complex parts of the 2004 law. The senate must still confirm the 
chairman and vice chairman after it returns from its summer recess. 

Shays, Rep. Carolyn B. Maloney (D-N.Y.) and other lawmakers have proposed an 
amendment granting the panel greater independence and powers, including subpoena 
authority. 

Right now, Maloney said, "it does not have teeth, it does not have enforcement. 
It does not have strength behind it." 

Asked for comment, the White House sent a copy of a June letter to Sens. Susan 
Collins (R-Maine) and Joseph I. liieberman (D-Conn.) that said it would ensure 
the board had the resources to fulfill its mission and would reexamine the issue 
once the panel was up and running. 

The two senators had written, to the White House expressing concerns about the 
board’s budget, as well as delays in setting it up and implementing other parts 
of the 2004 law. 

"As we work to make America safer, it is equally important that we are careful 
to preserve the very liberties that we seek to protect," Collins said in an 
interview. “The board is critical in this regard." 

Mary Fetchet, whose son died in the World Trade Center on Sept. 11, 2001, 
criticized the slow pace. "I am really shocked that in many instances in 
Washington I feel that there’s this attempt to go back to the status quo, while 
I feel there should be a sense of urgency, " she said. 
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